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About this manual

This manual shows you how to install the NetWare® for
AViiON® Systems product. It also helps you establish network
directories, and set up user accounts.

NetWare is a network of computers that lets users exchange
information with other users on the network, and use the filing
and printing resources available on the network.

A NetWare network can incorporate mainframe computers,
backup devices, and different types of servers, (such as print
servers and archive servers).

This manual is for NetWare network system administrators, or
anyone who must get the NetWare network up and running for
the first time or upgrade the network. To use this manual, you
should be experienced with PC hardware and software, and be
familiar with NetWare terminology and concepts. We assume
that you are familiar with both the UNIX® and MS-DOS®
operating systems. You should also be acquainted with the
AViiON server and DG/UX™ operating system, which will run
the host software. We assume that you have your AViiON and
PC or Macintosh® workstations installed and running
correctly.

How this manual is organized

The following list gives an overview of what you will find in the
chapters and appendices of this manual:
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How this manual is organized

Chapter 1

B Chapter 2

Chapter 3

Chapter 4

Appendix A

B Appendix B

B Appendix C

B Appendix D

Getting Started Leads you through the steps required to
plan your NetWare for AViiON Systems network.

Installing NetWare on a New or Existing System
Explains installing NetWare for AViiON Systems for the first
time or on an existing NetWare system. It also tells how to use
pconfig to configure DG/UX printers to the NetWare
network.

Router Installation and Management Explains installing
and managing a dedicated or nondedicated router.

Network File Services Setup Provides guidelines for
planning and creating your network environment.

Login Script Commands Gives an alphabetical listing of
the login script commands.

Installation Worksheets Contains blank and sample
filled—in installation worksheets.

Installing NetWare for AViiON Systems on a Trusted
DG/UX System Explains installing NetWare for AViiON
Systems on a Trusted DG/UX System. NetWare on a Trusted
DG/UX System has security features available only on a
DG/UX Trusted system.

Installing and Using High Availability Features with
NetWare Gives an overview of two high availability methods:
multi-path LAN I/O and server failover. It also describes
installing NetWare with server failover, modifying server fail-
over with scripts, and setting up NetWare to continue printing
after a system failover.
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Related Data General manuals

Related Data General manuals

Within this manual, we refer to the following manuals for
information about Novell Netware products:

NetWare® for AViiON® Series Systems: Concepts (069~000483)
For all levels of NetWare users, this manual provides an
alphabetically arranged glossary of NetWare terminology. It
will be particularly useful to supervisors who are performing
their first installation of the NetWare for AViiON Systems
product.

NetWare® for AViiON® Series Systems: System Administration
(069-000487) For network supervisors who will use
SCONSOLE to administer the AViiON file server.

NetWare® for AViiON® Series Systems: Utilities (069—000484)
For all levels of network users, this manual provides an
alphabetically arranged reference for NetWare command line
and menu utilities.

NetWare® for AViiON® Series Systems: User Book
(069-000486) For first-time users who are unfamiliar with
networks, this manual provides a general overview of
NetWare.

NetWare® for AViiON® Series Systems: System Messages
(069-000485) For all levels of Network users, this manual
contains solutions to common network problems and advice on
preventing problems. It lists NetWare system messages
alphabetically, citing a cause and recommended action for
each.

NetWare® for AViiON® Series Systems: Print Server
(069-000706) For the network supervisor, this manual
describes how NetWare printing works, how to install and run
a print server, and how to use printing utilities.
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Related Data General manuals

This manual uses abbreviated titles (shown in italics) when
referring to other manuals in the NetWare for AViiON Systems
document set, as follows:

Abbreviated title  Full title or Description

System NetWare® for AViiON®
Administration Systems: System
Administration
DOS Client DOS workstation documentation
Installation NetWare® for AViiON® Systems:
Installation

Macintosh® Client Macintosh workstation documentation

Messages NetWare® for AViiON® Systems:
Troubleshooting and System Messages

0S/2® Client 0S/2 workstation documentation

Print Server NetWare® for AViiON® Systems: Print
Server

Utilities NetWare® for AViiON® Systems:
Utilities
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Related Data General manuals

If you are unfamiliar with any DG/UX procedure described in
this manual, you can find explanations in the manuals:

Installing the DG/UX" System (093-701087)
Customizing the DG/UX" System (093-701101)

For information about managing the DG/UX system, see
Managing the DG/ UX™ System (093-701088)

For information related to Trusted NetWare for AViiON
Systems and Trusted DG/UX features and processes, see

Trusted Facility Manual for the B1 Trusted DG/UX™ System
(093-701114)

Trusted Facility Manual for the C2 Trusted DG/ UX™ System
(093-701110)

Audit System Administrators Guide for the B1 Trusted
DG/UX™ System (093-701115)

Audit System Administrators Guide for the C2 Trusted
DG/UX™ System (093-701111)

If you are unfamiliar networks, you may want to read
“Introduction to NetWare” in NetWare® for AViiON® Systems:
User Basics (069-000486) before reading this manual.

For information about high availability systems, see
Achieving High Availability on AViiON Systems (093-701133)

If you are unfamiliar with high-availability systems, read this
manual for an overview of the hardware and software
components that provide highly available AViiON systems.
Included are a set of scenarios with specific examples of how to
set up and run high-availability systems.
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Reader, please note:

Reader, please note:

Data General manuals use certain symbols and styles of type
to indicate different meanings. The Data General symbol and
typeface conventions used in this manual are defined in the
following list. You should familiarize yourself with these
conventions before reading the manual.

This manual also presumes the following meanings for the
terms “command line,” “format line,” and “syntax line.” A
command line is an example of a command string that you
should type verbatim,; it is preceded by a system prompt and is
followed by a delimiter such as the curved arrow symbol for
the New Line key. A format line shows how to structure a
command; it shows the variables that must be supplied and
the available options. A syntax line is a fragment of program
code that shows how to use a particular routine; some syntax
lines contain variables.
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Reader, please note:

Convention

Meaning

boldface

Typewriter

italic

$ and %

In command lines and format lines:
Indicates text (including punctuation)
that you type verbatim from your
keyboard.

All DG/UX commands, pathnames, and
names of files, directories, and manual
pages also use this typeface.

Represents a system response on your
screen. Syntax lines also use this font.

In format lines: Represents variables
for which you supply values; for
example, the names of your directories
and files, your username and password,
and possible arguments to commands.

In format lines: These brackets
surround an optional argument. Don’t
type the brackets; they only set off
what is optional. The brackets are in
regular type and should not be
confused with the boldface brackets
shown below.

In format lines: Indicates literal
brackets that you should type. These
brackets are in boldface type and
should not be confused with the regular
type brackets shown above.

In format lines and syntax lines:
Means you can repeat the preceding
argument as many times as desired.

In command lines and other examples:
Represent the system command prompt
symbols used for the Bourne and C
shells, respectively. Note that your
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Reader, please note:

system might use different symbols for
the command prompts.

] In command lines and other examples:
Represents the New Line key, which is
the name of the key used to generate a
new line. (Note that on some keyboards
this key might be called Enter or
Return instead of New Line.)
Throughout this manual, a space
precedes the New Line symbol; this
space is used only to improve
readability—you can ignore it.

<> In command lines and other examples:
Angle brackets distinguish a command
sequence or a keystroke (such as
<Ctrl-D>, <Esc>, and <3dw>) from
surrounding text. Note that these angle
brackets are in regular type and that
you do not type them; there are,
however, boldface versions of these
symbols that you do type.

Some chapters give instructions that require you to use
sysadm. We use a special convention to show a generic path
that you follow through the menus. Consider the following
example:

8 Software — 2 Package — 1 1Install

You would follow the sample menu path to install a software
package. Each text item (Software, Package, and Install) is a
unique menu item. The arrow ( — ) symbolizes the traversal
through the menus. Menu paths always begin from the
sysadm Main Menu.

xii
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Contacting Data General

Finally, in examples we use:

This typeface to show your entry.
This typeface to show file contents.

Contacting Data General

Manuals

Data General wants to assist you in any way it can to help you
use its products. Please feel free to contact the company as
outlined below.

If you require additional manuals, contact your local
Data General sales representative.

Telephone assistance

If you are unable to solve a problem using any manual you
received with your system, free telephone assistance is
available with your hardware warranty and with most

Data General software service options. If you are within the
United States or Canada, contact the Data General Customer
Support Center (CSC) by calling 1-800-DG-HELPS. Lines are
open from 8:00 a.m. to 5:00 p.m., your time, Monday through
Friday. The center will put you in touch with a member of
Data General’s telephone assistance staff who can answer your
questions.

For telephone assistance outside the United States or Canada,
ask your Data General sales representative for the appropriate
telephone number.
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Joining our users group

Joining our users group

Please consider joining the largest independent organization of
Data General users, the North American Data General Users
Group (NADGUG). In addition to making valuable contacts,
members receive FOCUS monthly magazine, a conference
discount, access to the Software Library and Electronic
Bulletin Board, an annual Member Directory, Regional and
Special Interest Groups, and much more. For more
information about membership in the North American

Data General Users Group, call 1-800-253-3902 or
1-508-443-3330.

End of Preface

Xiv
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1 Getting Started

This chapter gives a brief introduction to NetWare® for
AViiON® Systems. It also includes general hardware
requirements and tells you where to go from here to get your
NetWare for AViiON System up and running.

As a distributed, client / server application, part of the NetWare
for AViiON Systems software runs under DG/UX™ on an
AViiON® series system (the server), and part runs under the
MS-DOS® operating system (on a PC) or under OS/2 (on a
Macintosh®) on each workstation (the clients). See the Release
Notice for this product for the specific hardware and software
requirements of NetWare for AViiON file server and
workstations.
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NetWare requirements

This section gives general NetWare network requirements.

To protect the investment you have made in your file server,
workstations, and attached peripherals, your installation site
should meet certain physical requirements. Refer to the
environmental specifications listed in the hardware manuals
that shipped with your AViiON server for a description of these
physical requirements.

Environment

Consult your Starting manual for your AViiON system’s
specific requirements in the following areas:

® Temperature/humidity
® Maximum altitude

® Minimum clearance

® Power source

® Power frequency

® Power requirements

® Power consumption

Uninterruptible power supplies

Protect file servers from power fluctuations with a regulating
uninterruptible power supply (UPS). Besides protecting
hardware from damage from power surges and voltage spikes,
a UPS protects data held in RAM during a power failure.

We strongly recommend that you use UPS protection for
network workstations and other peripherals. If this is not
feasible, try to equip them with a power conditioning device.
See Concepts for descriptions of these devices.
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Where to go from here

For initial hardware setups:

e Ifyou need to install your AViiON server, or a PC or
Macintosh workstation, see the documentation that
shipped with these computers.

e Ifyou need to install cabling before installing NetWare on
your AViiON server, see the documentation that shipped
with your AViiON server and network boards.

With the initial hardware preparation completed, you are
ready to upgrade or install NetWare for AViiON Systems on
the server.

If you are a system administrator, you should read each
chapter in this manual in sequential order. If a task is
optional, the beginning of the chapter describing the task will
indicate that it is optional. You can then skip sections as
necessary.

If you are planning to customize the NetWare network or
activate any advanced network features, we recommend that
you do the following:

o Fill in the blank File Server installation Worksheets in
Appendix B.

® Review the remaining installation worksheets in Appendix
B and fill in the worksheets related to the feature or area
you intend to customize or activate.
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For installing NetWare for AViiON Systems for the first time
without server failover:

® See section “Installing NetWare for AViiON Systems” in
Chapter 2 to prepare your AViiON system and install the
file server software.

e If you have DG/UX printers (configured with sysadm) that
you want to configure on your NetWare system, see section
“Configuring DG/UX Printers on NetWare with pconfig” in
Chapter 2.

e If you have a router, see Chapter 3 “Router Installation
and Management” to prepare it and to install the router
software.

e See the Novell® NetWare manual(s) you received with your
client software for instructions on setting up DOS,
Macintosh, or OS/2 workstations.

® Continue with Chapter 4 “Network File Services Setup” to
plan your network environment, create the directory
structure, install applications, load files, define users, and
set up NetWare security.

® See Print Server to set up your printing environment.

14
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Where to go from here

For installing NetWare for AViiON Systems on an existing
NetWare system without server failover:

Read “Getting Started” to ensure your working
environment, power requirements, and working diskettes
are ready.

Read “Installing NetWare on an existing system” to install
NetWare on a system running Revision 2.xx of NetWare for
AViiON Systems and to upgrade your data’s file system.

If you have a router, see Chapter 3 “Router Installation
and Management” to prepare it and to install the router
software.

See the Novell® NetWare manual(s) you received with your
client software for instructions on setting up DOS,
Macintosh, or OS/2 workstations.

If you have DG/UX printers (configured with sysadm) that
you want to configure on your NetWare system, see section
“Configuring DG/UX Printers on NetWare with PConfig” in
Chapter 2.

See Print Server to set up your printing environment.

For installing NetWare for AViiON Systems with server
failover on a new or existing system:

Read “Getting Started” to ensure your working
environment, power requirements, and working diskettes
are ready.

Read Appendix D and sections on failover in Managing the
DG/ UX System and Achieving High Availability on
AViiON Systems before you install NetWare with server
failover. Use procedures in Appendix D to install NetWare
on a new or existing system with server failover.
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If you have a router, see Chapter 3 “Router Installation
and Management” to prepare it and to install the router
software.

See the Novell® NetWare manual(s) you received with your
client software for instructions on setting up DOS,
Macintosh, or OS/2 workstations.

Continue with Chapter 4 “Network File Services Setup” to
plan your network environment, create the directory
structure, install applications, load files, define users, and
set up NetWare security.

If you have DG/UX printers (configured with sysadm) that
you want to configure on your NetWare system, see section
“Configuring DG/UX Printers on NetWare with ponfig” in
Chapter 2.

See Print Server to set up your printing environment.

If you are a user who plans to install the NetWare for AViiON
software on your workstation, you can proceed to Chapter 3.
Before doing so, however, ask your Network system
administrator whether you can install the software at this
time. The administrator must perform the tasks in Chapters 2
and 4 before you install the software on your workstation.

End of Chapter
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2 Installing NetWare on a New or
Existing System

This chapter tells how to install NetWare for AViiON Systems
on a new or existing system. Refer to the NetWare for AViiON
Systems Transport and Services Release Notices for hardware
and software prerequisites before you begin the installation.

This chapter describes the following procedures:

o Installing NetWare for the first time
o Installing NetWare on an existing NetWare System

e Configuring DG/UX printers on the NetWare network with
pconfig.

NOTE: We recommend that you fill in the File Server Worksheet
(in Appendix B) before you begin the installation if you plan to
customize the network or activate any advanced network
features. However, most users can set up the NetWare network
without using a filled—in File Server Worksheet, by accepting
defaults to prompts that appear during the installation.

For other types of NetWare installations, see:

® Appendix C: To install NetWare for AViiON Systems
on a Trusted DG/UX system

o Appendix D: To install NetWare for AViiON Systems
with server failover. (Trusted DG/UX does
not support server failover)

The next section describes procedures for installing NetWare
for the first time. If you have NetWare Revision 2.xx installed
on your system, begin the installation with the section
“Installing NetWare software on an existing system.”
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Installing NetWare for the first time

To install NetWare for AViiON Systems for the first time, first
follow recommendations in Chapter 1. Then do the following
tasks in order:

1. Create virtual disks and file systems for NetWare system
files and user files.

2. Install the NetWare Transport software.
8. Optionally, install the NetWare Services software.

B 4. Reboot the AViiON server.

IMPORTANT: The system is case-sensitive, so you must type
characters exactly as they appear in this
manual.

The sections that follow explain how to do these tasks.
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Creating NetWare virtual disks and file systems
Follow these steps.

IMPORTANT: If you plan to install the NetWare software with server
failover, procedures in this section will include an additional
requirement. See the section “Installing the Services software
with server failover” in Appendix D for details on this
requirement.

1. Log on as root. Make sure all users have logged off the
system.

2. Take the system to run level 1. Type:
init1 )
3. Log on again as root.

4. Use sysadm to create virtual disks for NetWare. Type:

asysadm )
Follow the sysadm Main menu path:

2 File System — 3 Local Filesys —
1 Create
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5. Create and add the usr/opt/netware file system.

Use this information to answer the sysadm prompts:

Virtual Disk: [ ] usr_opt_netware
Mount Directory (optional): /usr/opt/netware
Blocks to Allocate: (1-530063) [1] 75000

Accept the defaults at the remaining prompts, as
indicated below.

Virtual Disk: [ ] usr_opt_netware

Mkfs Options:

Mount Directory (optional): /usr/opt/netware
Exportable? [no]

Blocks to Allocate: (1-530063) [1] 75000

OK to perform operation? [yes])

... (The system pauses while creating the file system.
Then the status message display continues.)

Virtual disk "usr_opt_netware” created.

Virtual disk “usr_opt_netware” made a volume.
Virtual disk usr_opt_netware created (7500 blocks).
File system created on virtual disk
/dev/dsk/usr_opt_netware.

File systemadded: /usr/opt/netware

File system mounted: /usr/opt/netware

2-4
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6. If you are installing Services, create and add the
usr/netware file system.

The NetWare filing system consists of logical pieces called
volumes. The usr/netware file system is the SYS volume,
which is the initial NetWare system volume that you
define in this step. You can define other volumes later.

Note that 200,000 blocks equal 100 megabytes, which is
the recommended default.

Follow the sysadm Main menu path:

2 File System — 3 Local Filesys
— 1 Create

Use this information to answer the sysadm prompts:

Virtual Disk: [ ] usr_netware
Mount Directory (optional) : /usr/metware
Blocks to Allocate: (1-530063) [1] 200000

Accept the defaults at the remaining prompts, as
indicated below.

Virtual Disk: [ | usr_netware

Mkfs Options:

Mount Directory (optional): /usr/netware
Exportable? [no]

Blocks to Allocate: (1-530063) [1] 200000
OK to perform operation? [yes]

... (The system pauses while creating the file system.
Then the status message display continues.)

Virtual disk *usr_netware” created.

Virtual disk ”usr_netware” made a volume.
Virtual disk usr_netware created (200000 blocks).
File system created on virtual disk
/dev/dsk/usr_netware.

File system added: /usr/netware

File system mounted: /usr/netware
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Installing NetWare for the first time

7. Exit sysadm.

Procedures for creating NetWare virtual disks and file systems
are now finished. Continue the installation with the next
section.

Installing NetWare software

IMPORTANT:

This section describes how to install the Transport software,
and optionally, the Services software.

The NetWare software consists of two packages: Transport and
Services. You must install the Transport package. You can
optionally install the Services package for NetWare services
such as printing and filing services. With the Transport
package alone, the server can provide client users access to
other NetWare servers on the network.

If you plan to install the Transport software with server
failover, do not use the procedures in this section. Instead, use
procedures in the section “Installing the Transport software
with server failover” in Appendix D.

If you are installing NetWare for AViiON Systems on an
existing NetWare Revision 2.xx system, use the installation
procedures in the section “Installing NetWare software on an
existing system” instead of procedures in this section.

If you are not familiar with procedures for installing software
packages in DG/UX, refer to Installing the DG /UX™ System
for details.

Follow these steps to install the NetWare software.

1. Make sure you are logged on as root, and that all other
users have logged off the system.

2-6

Licensed Material — Property of the Copyright Holders 069-000488



Installing NetWare for the first time

2. Take the system to run level 1. Type:
init1 )
3. Log on again as root.

Continue the installation with the next section.

Installing the Transport software
Follow these steps.

1. Insert the NetWare Transport release media into the
appropriate drive or device.

2. Use sysadm to install the Transport package. Type:

asysadm installpackage )
3. Accept the defaults as indicated below.

We recommend that you do not list file names
as this slows down the load.

Release Medium: [/dev/rmt/0]

Is /dev/rmt/0 ready? [yes]

NetWare 3.11/Transport of mm/dd/yy from Data General
Corporation

Package name(s): [all]

List file names while loading? [no]

OK to perform operation? [yes]

Loading NetWare 3.11/Transport of mm/dd/yy from Data
General Corporation.

Positioning the tape to load: nw_tran:prep .....
Preparing to load the packages...

Loading package nw_tran ....

Package nw_tran has been loaded.

069-000488 Licensed Material - Property of the Copyright Holders 2-7



Installing NetWare for the first time

Package load is finished.

The selected packages have been loaded.

Setting up nw_tran in usr.

Installing NetWare 3.11/Transport for AViiON Systems.
The group ’'netware’ must be created.
Group ID? [690]

The User ’'netware’ must be created.

User ID? [690]

Package nw_tran has been successfully set up in usr.
Setting up nw_tran in MY_HOST root.

4. Answer the sysadm prompts and accept the defaults at
the remaining prompts, as indicated below. (For
XXXXXXXX, type your choice or accept the default.) Your
answers will look similar to the following example.

Most of NetWare can be configured automatically, but
for a couple of items, such as server name, some input
is required.

NVT Host Name?: [acme] acme

Probing the network ....

Internal Network Number?: [80ddefef] XxXXXXXXX

Probing the network....

Changing llc_devices_ARG in /etc/dgux.params file

5. Use this information to answer the sysadm prompts on
choosing the system name, and optionally, installing
server failover:

System Name?: [acme] acme
Install this NetWare server with Failover
l support? [N]? N
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CAUTION: The remaining screen display in this section
assumes you answered N at the prompt
Install this NetWare server with
Failover support?.

If you plan to answer Y at this prompt, you must
use the procedures in Appendix D for this step,
and the remaining Transport installation steps.
You must also read adapter failover sections in
Managing the DG/UX System and Achieving
High Availability on AViiON Systems for
precautions and pre-installation procedures.

Accept the defaults at the remaining prompts, as
indicated below.

The NetWare transport needs to add items to the system
build files in order to complete the installation.
This step will verify that these items are properly
added before attempting to build the system.

System Name?: [acme] acme

Install this NetWare server with Failover
support? [N] N

Configuring system....

Building kernel....

... (The system pauses while building the kernel. Then
the status message display continues.)

Successfully built dgux.acme.

Linked /dgux. You must reboot in order for this kernel
to take effect. Installation of NetWare 3.11/Transport
is complete. Package nw_tran has been successfully set
up in MY_HOST root. Package setup for nw_tran is

complete.

Procedures for installing the Transport software are now
finished. If you want to install Services software, continue the
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installation with the next section. Otherwise, continue
installation procedures in the section “Rebooting the Server.”

Installing the Services software

IMPORTANT: If you plan to install the Services software with server failover,
do not use the procedures in this section. Instead, use
procedures in the Appendix D section “Installing the Services
software with server failover.”

Follow these steps.

1. Remove the Transport media and insert the Services
media.

2. From the Package menu, choose:

1 Install
Accept the defaults for the prompts, as indicated below.

We recommend that you do not list file names
as this slows down the load.

Release Medium: ([/dev/rmt/0]

Is /dev/rmt/0 ready? [yes]

NetWare 3.11/Services of mm/dd/yy from Data General
Corporation

Package Name(s): [all]

List file names while loading? [no]

OK to perform operation? [yes]

Loading NetWare 3.11/Services of mm/dd/yy from Data
General Corporation [*]

Positioning the tape to load: nw_serv:prep .
Preparing to load the packages ...

Loading package nw_serv ....

2-10 Licensed Matesial — Property of the Copyright Holders 069-000488



Installing NetWare for the first time

... (The system pauses while loading the Services
software. Then the status message display continues.)

Package nw_serv has been loaded.
Package load is finished.
The selected packages have been loaded.

Setting up nw_serv in usr.

Removing obsolete files from previous releases,
if present .... Done

Setting /srv/release/PRIMARY/usr/opt/netware
ownerships .... Done

Setting /srv/release/PRIMARY/usr/netware

ownerships .... Done
Then the following messages appear.

Package nw_serv has been successfully set up in usr.
Setting up nw_serv in MY_HOST root

Setting default hybrid user and group id values ....
Done

3. Specify your File Server name, License

Validation Key, and whether you want to install NetWare
with server failover.

Use the following information to answer the sysadm
prompts:

File Server Name [acme] acme

The File Server Name is the name of the AViiON server
on which you are installing the software. If the name of
your system does not appear as the default, type the
correct hostname. We use “acme” in our example.

NetWare 3.11 License Validation Key
[abcdel2345] XXXXXXXXXX

The License Validation Key is on the key sheet that ships
with the Services license. The key is a

069000488
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ten—character alphanumeric code; it is case—sensitive, so
type it exactly as it appears on the license key sheet. We
use abcde12345 in our example.

NOTE: If you have a five—user license, accept the
default at the License Validation Key prompt.

Install this NetWare server with failover
support? [N]}? N

IMPORTANT: The remaining screen display in this section
assumes you answered N at the prompt
Install this NetWare server with
failover support? [N]?
If you plan to answer Y at this prompt, you
must use the procedures in Appendix D for this
step, and the remaining Services installation
steps.

4. Exit sysadm.

IMPORTANT: If you are installing NetWare in an existing NetWare
environment, we recommend that you use SCONSOLE to
review the following Transport configurations to be sure that
they are correctly set:

® The internal network number
® The network assignments

Procedures for installing the Services software are now
finished. Continue the installation with the next section.
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Rebooting the server
Follow these steps.

1. Type:
shutdown -g0 -y )

halt -q )
2. Reboot the system and return to init level 3.

Procedures for installing NetWare for AViiON System software
are now finished. Now each time you boot the AViiON server,
the Transport and Services software (if installed) begin
running automatically.

NOTE: The Transport starts at DG/UX init level 2; the Services start
at DG/UX init level 3.

If NetWare is running when the server is shut down, the
Transport and Services automatically shut down. You can also
start and stop NetWare by using the SCONSOLE utility, as
explained in System Administration.

If you have DG/UX printers (configured with sysadm) that
you want to configure in your NetWare network, see the
section ‘Configuring DG/UX printers on NetWare with
peonfig.” Otherwise, see the section ‘Where to go from here”
at the end of this chapter.
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Installing NetWare on an existing system

IMPORTANT:

IMPORTANT:

To upgrade NetWare for AViiON Systems from Revision 2.xx,
you must install NetWare 3.11 for AViiON 3.00 software over
your existing revision 2.xx or later NetWare software. Follow
recommendations in Chapter 1 before you begin installing
NetWare on an existing system.

If you are running NetWare Revision 1.xx software, you must
upgrade to Revision 2.xx, before following procedures in this
section. See the NetWare for AViiON Systems Transport and
Services Release Notices for these procedures.

To install NetWare on an existing system, do the following
tasks in order:

1. Optionally, run nwbackup to back up your inodes files.
You must run nwbackup either before or during Services
installation. We recommend that you run nwbackup
before the installation.

2. Install the NetWare Transport software.
3. Optionally, install the NetWare Services software.
4. Reboot DG/UX and the NetWare network.

5. Run the nwrestore utility to restore the backup file
system.

6. Optionally, configure DG/UX printers (that were
configured with sysadm) on a NetWare network with
pconfig.

The sections that follow explain how to do these tasks.

The system is case—sensitive, so you must type characters
exactly as they appear in this manual.

2-14
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Backing up existing file attributes and trustee rights

CAUTION:

This section tells how to run nwbackup before installing
Services software on existing NetWare systems. We
recommend that you run nwbackup before installing
NetWare as the backup process can take considerable time.

Compared with pre—3.00 revisions, NetWare 3.11 for AViiON
Systems 3.00 inodes files are much smaller, and the format
uses only 20 — 40% as much space. Because of these changes,
you must do the following tasks to convert your existing inodes
files:

1. Run nwbackup before or during Services software
installation to back up existing (pre-3.00 revision) inodes
information and trustee rights. This section tells how to
run nwbackup before installing Services software.

2. Install NetWare software over your existing NetWare
software.

3. Run nwrestore to restore the back—up information, as
described in the section “Restoring the back—-up file
attributes and trustee rights.”

NetWare 3.11 for AViiON Systems 3.00 deletes existing earlier
revisions of file attributes and trustee rights during the
Services installation.

If you fail to run nwbackup before or during a Services
installation on an existing system, you will not have a copy of
file attributes and trustee rights to restore after you finish
installing NetWare.
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Follow these steps to run nwbackup.

1.

Verify that NetWare Services software is up and has
finished initializing. You can do so by running slist.

Move to the appropriate directory. Type:

cd /usr/opt/netware/bin )

Run nwbackup. Type the name of the utility followed by
the pathname to the directory designated to store the
back—up information. (Make sure this directory has
enough space to hold the information.) Type:

J/nwbackup /usr/opt/netware )

Enter the supervisor’s password. Press <Enter> if no
supervisor’s password exists.

NOTE: The backup process can take considerable time.

The system displays the following messages (and
continually updates the numbers during the backup).

Starting the Backup.
Backing up the SYS volume.
272 Done.
264 Files were scanned.
8 Directories were scanned.*
Backing up trustee info.
3 Done.
End of Backup.

For more information on nwbackup and nwrestore, see
Utilities.
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Installing Transport over existing software

Follow these steps.

IMPORTANT: If you plan to install the Transport software with server
failover, do not use the procedures in this section. Instead, use
procedures in the Appendix D section “Installing the Transport
software with server failover.”

1. Make sure that NetWare is up and running.
2. Take the system to run level 3. Type:

init3 )
3. Log on again as root.

4. Insert the NetWare Transport release media into the
appropriate drive or device.

5. Use sysadm to install the Transport software. Type:

asysadm installpackage )
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l 6. Accept the defaults for the sysadm prompts as indicated
below.

We recommend that you do not list file names as this
slows down the load.

Release Medium: [/dev/rmt/0)
Is /dev/rmt/0 ready? [ves]

l NetWare 3.11/Transport of mm/dd/yy from Data General
Corporation
Package Name(s): [all]

List file names while loading? [no]

OK to perform operation? [yes]

Loading NetWare 3.11/Transport of mm/dd/yy from Data
General Corporation

Positioning the tape to load: nw_tran:prep ....

Preparing to load the packages ....
This installation of NetWare is Rev 2.x.

Loading package nw_tran ..

Package nw_tran has been loaded.

Package load is finished.

The selected packages have been loaded.

Setting up nw_tran in usr.

Installing NetWare 3.11/Transport for AViiON Systems...
Group netware already installed

User netware already installed

Package nw_tran has been successfully set up in usr.
Setting up nw_tran in MY_HOST root.

7. Use this information to answer the sysadm prompts:

System Name?: [acme] acme
Install this NetWare server with Failover
support? [N] N
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CAUTION: The remaining screen display in this section
assumes you answered N at the prompt
Install this NetWare server with
Failover support?.

If you plan to answer Y at this prompt, you must
use the procedures in Appendix D for this step,
and the remaining Transport installation steps.
You must also read Appendix D and adapter
failover sections in Managing the DG/UX System
and Achieving High Availability on AViiON
Systems for precautions and pre-installation
procedures.

Accept the defaults at the remaining prompts, as
indicated below.

The NetWare transport needs to add items to the
system build files in order to complete the
installation. This step will verify that these
items are properly added before attempting to build
the system.

System Name?: [acme] acme
Install this NetWare server with Failover support?
[N]? N
Configuring system...
Building kernel...

... (The system pauses while building the kernel. Then
the status message display continues.)

Successfully built dgux.acme.

Linked /dgux. You must reboot in order for this kernel
to take effect.

Installation of NetWare 3.11/Transport is complete.
Package nw_tran has been successfully set up in MY_HOST
root.

Package setup for nw_tran is complete.
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Procedures for installing the Transport software on an existing
NetWare system are now finished. Continue the installation
with the next section.

Installing Services over existing software

IMPORTANT:

If you are installing Services software, follow these steps. If
you are not installing Services software, skip to the next
section to continue the installation procedures.

If you plan to install the Services software with server failover,
do not use the procedures in this section. Instead, use
procedures in the section “Installing the Services software with
server failover” in Appendix D.

1. Remove the Transport media and and insert the Services

media into the appropriate drive or device.

2. From the sysadm Packages Menu, follow the path:

1 Install

3. Accept the defaults at the following prompts as indicated

below.

We recommend that you do not display file names as this
slows down the load.

Release Medium: [/dev/rmt/0]

Is /dev/rmt/0 ready? [ves]

NetWare 3.11/Services of mm/dd/yy from Data General
Corporation [*].

Package Name(s): {all]

List file names while loading? [no])

OK to perform operation? [yes]

Loading NetWare 3.11/Services of mm/dd/yy from Data

General Corporation.

Positioning the tape to load: nw_serv:prep ....
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Preparing to load the packages ...
This installation of NetWare is Rev 2.x.

An upgrade of your 2.x system to 3.x is recommended.
This upgrade procedure includes saving the NetWare
specific information associated with files on your
volumes. Additionally, the trustee database is saved.

This process is done by using the nwbackup utility.

You have the option of skipping this step. You may skip
the nwbackup if you have already run the backup
program, or if you do not wish to save your NetWare

specific information or your trustee database.
4. Use this information to answer the sysadm prompts:

Proceed with the nwbackup? [Yes]

CAUTION: NetWare 3.11 for AViiON Systems 3.00 deletes
existing inodes files of earlier revisions during the
Services installation.
If you have not already run nwbackup, you must
answer Y at this prompt to run nwbackup now.
Otherwise, you will not have a copy of your
current file attributes and trustee rights database
to restore after you finish the installation.

Answer N if you already ran nwbackup, or if you do not
want to save your current file attributes and trustee
rights. Then the system displays the message

The nwbackup process has been skipped.

If you answer Y, the system prompts you to enter a path
for the backup files and the supervisors password.
In our example, we answer Y.

Path for NetWare Backup Files to be placed

[/srv/release/PRIMARY/usr/opt/netware]
/srvirelease/PRIMARY/usr/opt/netware

Make sure you specify a path to a location on a file

system with enough free space to hold your file attributes
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and trustee rights database. Depending on the size of
your current NetWare files, nwbackup can take an hour
or more to back up information.

Enter SUPERVISOR’s password: XXXXXX

Accept the defaults at the remaining prompts as
indicated below.

Proceed with the nwbackup? [Yes]

Proceeding with the upgrade...

Path for NetWare Backup Files to be placed
[/srv/release/PRIMARY/usr/opt/netware]
/srv/release/PRIMARY/usr/opt/netware

Estimating the number of files on your NetWare

volume(s) ...
Estimated number of files on NetWare volume(s): 5779

User SUPERVISOR logging into server acme...
Enter SUPERVISOR'S password: XXXXXX

... (The system pauses to do the backup. Depending on
the size of your file system, the backup can take up to an
hour or longer. Then the status message display
continues.)

Starting the Backup.

Backing up the SYS volume.
5778 Done.

5428 Files were scanned.

350 Directories were scanned.*
Saving trustee info.

11 Done.

... (The system continually updates the numbers in the
above prompts during the backup process. Then the
status message display continues.)

End of Backup.
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Stopping NetWare...

NWInform: NetWare (acme) shutdown started.
NWInform: ACME waiting for clients to respond.
NWInform: NetWare ACME down.

Removing the inodes..
Removing the trustee database...

Loading package nw_serv .....

... (The system pauses while loading the Services
software. Then the status message display continues.)

Package nw_serv has been loaded.
Package load is finished.
The selected packages have been loaded.
Setting up nw_serv in usr.
Removing obsolete files from previous releases,

if present ... Done

Setting /srv/release/PRIMARY/usr/opt/netware
ownerships .... Done

Setting /srv/release/PRIMARY/usr/netware ownerships
.. Done

Setting default hybrid user and group id values
...Done

* k% NOTE * kx

This installation is an upgrade from 2.x to 3.x.

You must reboot the system with the new kernel. Bring
the machine to level 3 and wait for the NetWare inodes
to rebuild. You must run the NetWare Restore program

manually.

Check release notice for more details...
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5. Answer the server failover prompt.

Install this NetWare server with Failover
support? [N] N

IMPORTANT: If you plan to answer Y at this prompt, you
must use the procedures in Appendix D for this
step, and the remaining Service installation
steps.

Then the system displays messages indicating that the
Service package has successfully loaded.

Package nw_serv has been successfully set up in MY_HOST
root.

Package setup for nw_serv is complete.
6. Exit sysadm.
Procedures for installing the Services software on an existing

NetWare system are now finished. Continue the installation
with the next section.
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Rebooting the server

Follow these steps.

1. Move to the root directory. Type:

cd /)
2. Type:
shutdown -g0 -y )

halt —q )
3. Reboot the system and return to init level 3.

NOTE: If you are upgrading from Revision 2.xx, the
system takes longer than usual to reboot the
first time you start NetWare, as it must rebuild
the inodes files.

Continue the installation with the next section.
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Restoring the file attributes and trustee rights

Follow these steps.

Il.

2.

Verify that NetWare Services software is up and has
finished initializing. You can do so, by running slist.

Move to the appropriate directory. Type:

cd /usr/opt/netware/bin )

Run nwrestore. Type the name of the utility followed by
the pathname to the directory storing the back—up
information:

./nwrestore /usr/opt/netware )

Enter the supervisor’s password. Press <Enter> if no
supervisor’s password exists.

NOTE: The restore process can take considerable time.

The system displays the following messages (and
continually updates the numbers during the restore
process).

Starting the Restore.
272 Done.
264 Files were restored.
8 Directories were restored.*
Restoring trustee info.
3 Done.
End of Restore.

For more information on nwbackup and nwrestore, see
Utilities.

Procedures for installing NetWare on an existing NetWare
Revision 2.xx system are now finished. Now each time you boot

2-26

Licensed Material — Property of the Copyright Holders 069-000488



Installing NetWare on an existing system

the AViiON server, the Transport and Services (if installed)
software automatically begin running.

If you have DG/UX printers (configured with sysadm) that
you want to configure in your NetWare network, see the
section “Configuring DG/UX Printers on NetWare with
pconfig.” Otherwise, see the section ‘Where to go from here”
at the end of this chapter.
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Configuring DG/UX printers on NetWare with

pconfig

This section describes how to configure DG/UX printers on the
NetWare network with the pconfig utility.

Beginning with NetWare Revision 2.10, we include pconfig, a
simple procedure that lets you configure printers on the
NetWare network after you install NetWare. pconfig
configures only DG/UX printers that were configured in
DG/UX with sysadm.

You can use pconfig to get your DG/UX printers up and
running on the NetWare network. Later, you can use other
procedures to configure other printers (such as remote
printers) modify print queues, or customize printers. To
perform these and other advanced printer procedures, see
Print Server and the “SCONSOLE Utility” chapter in
System Administration.

IMPORTANT: The system is case—sensitive, so you must type
characters exactly as they appear in this
manual.

Follow these steps.
1. Log on as root.

2. Make sure the system is at init level 3 and that the
network services are running.

3. Change to the correct directory. Type:

cd /bin/netware ]

4. Before you configure printers with pconfig, determine
that printers exist in DG/UX and that they have been
configured with sysadm. Type:
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Ipstat p )

The system displays a list of DG/UX printers configured
with sysadm. If the printer you want to configure on
NetWare is not on this list, you must configure that
printer on your DG/UX system with sysadm before
continuing with pconfig. See Managing the DG/UX
System for details on configuring printers in DG/UX.

5. Run the pconfig utility. Type:

./pconfig )

The system displays the name of the server you are
logged onto, and prompts you for the supervisor’s
password. As an example, the system displays:

User SUPERVISOR logging into server acme
Enter SUPERVISOR’S password:__

6. Type the supervisor’s password (or press Enter if no

supervisor’s password exists).

The system display tells you that a print server exists, or
that it is creating a print server. As an example, the
system displays:

NetWare 3.11 for AViiON Systems
Simplified Printer Configuration Utility (pconfig)

Copyright Data General Corporation 1994
All Rights Reserved

User SUPERVISOR logging into server acme...
Enter SUPERVISOR’'s password:

Creating a Print Server with the name acme
Creation completed.

Extracting printer information...please wait

List of print queues defined in DG/UX:
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PS1:

PS2

LP1

: WPUSERS
PAYROLL

: SPREADSHEET

N U R W N
e e e e e

List of printers defined in NetWare:

Enter printer to add to NetWare: ?
Respond with one of the following:

- a number from 1 to the number of Unix printers
listed

- the name of a Unix printer

- the word ’'all’ ({(with no quotation marks) for all
printers

- the word ‘quit’ (no quotes) to exit
Enter printer to add to NetWare:

The screen display in the above example lists the printers
you can configure on NetWare with pconfig. You can
configure any or all of the printers on the list.

7. Enter all to configure all printers on the list, or enter the

name or number to configure one printer.

In our example, to configure all printers on the list, you
would enter:

Enter printer to add to NetWare: all ]

To configure one printer on the list, enter that printer’s
number:

Enter printer to add to NetWare: 1 )]
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Or, to configure one printer, you can also enter that
printer’s name:

Enter printer to add to NetWare: PS1 )

In our example, if you enter 1 or PS1, the system
responds by displaying the following:

List of print queues defined in DG/UX:
PS1 Fully configured in NetWare
PS2

: LP1

: WPUSERS

: PAYROLL

: SPREADSHEET

A s W N

List of printers defined in NetWare:
1: PS1
Enter printer to add to NetWare:___

8. To configure more printers, repeat Step 7. When you are
finished, type quit, as shown in our example:

Enter printer to add to NetWare: quit ]
The system displays the following:

The file /usr/opt/netware/bin/psinit has been updated
so that Print Services will automatically begin the

next time your system is brought up. to init level 3.

pconfig procedures for configuring printers to NetWare
are now finished.
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Where to go from here

Use this information to determine where to continue the
NetWare network installation process.

If you need to

See

Install a DOS Workstation

NetWare Requester for DOS

Install an OS/2 workstation

NetWare Requester for 05/2

Install a Macintosh
workstation

NetWare for Maclintosh Installation and
Maintenance

Install a router (bridge)

Chapter 3 — “Router Installation
Management”

Install cabling

Installation supplements or
documentation that ships with your
network boards

Set up diskless workstations

NetWare Requester for DOS

Create users, directories, and
network security

Chapter 4 — “Network File Services
Setup”

End of Chapter
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3

Router Installation and
Management

This chapter gives instructions for the following tasks:

Copying the ROUTEGEN program from the NetWare
directory structure to a formatted diskette

Copying the LAN drivers from the NetWare directory
structure to a formatted diskette

Installing and generating router software

Setting up and managing a dedicated or nondedicated
router

The sections that follow explain how to do these tasks.

Copying ROUTEGEN to diskette

The ROUTEGEN program is located in the SYS:PUBLIC
directory.

Follow these steps.

1.

Boot DOS and NetWare on a workstation and log in to

the server as SUPERVISOR. See the NetWare

workstation for DOS manual that comes with your client

software.

Remove the diskette and insert a blank formatted
diskette.

Copy the ROUTEGEN files to the diskette. Type:

CD \PUBLIC\ROUTEGEN )
COPY *.* A: )

069-000488
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40

Label the diskette ROUTEGEN.
LABEL A:ROUTEGEN

Continue procedures for router installation in the next section.

Copying LAN drivers from server to diskette
Follow these steps.

1.

40

Boot DOS and NetWare on a workstation and log in to
the server as SUPERVISOR.

See the NetWare workstation for DOS manual that
comes with your client software.

Remove the diskette and insert a blank formatted
diskette.

Copy files from LAN_DRY to diskette. Type:
CD \PUBLIC\LAN_DRV_.001 )
COPY **A: )

Label the diskette LAN_DRV_001.
LABEL A:LAN_DRV_001

Continue procedures for router installation in the next section.

Installing and generating router software

The ROUTEGEN program generates a router (previously

called a bridge). Routers transfer packets between networks

1.

that use different communication protocols, using the most
efficient route.

Follow these steps to install a NetWare router after you have
completed your operating system installation.

Log on and become root. Make sure all users have logged
off the system.
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2.

8.

Set up the LAN driver board. Follow the instructions that
accompany the board.

Set the LAN board configuration option. Check for
conflicts with other installed LAN boards.

Boot the workstation that you want to use as the router.
Use a DOS diskette (version 3.0 or above) to boot the
workstation.

Run ROUTEGEN. Insert the ROUTEGEN diskette into
drive A and type

ROUTEGEN )

Several messages appear. Press <Enter> again to
continue.

Enter the operating system mode.

The router must be either dedicated or nondedicated. See
Concepts for a description of these options. If you select
nondedicated, enter a network address for the router.

Enter the number of communication buffers.

The default is 150. You can use any number from 40 to
1000, but we recommend that you use the default setting.

Press <Enter> to accept the default setting, or type in
the new number and press <Enter>.
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10‘

11.

12,
13.

Select a driver. Press <Enter> to see a list of available
drivers. Select the driver you are using from the list. If it
does not appear, complete the following steps:

a. Press <Insert>.

b. Insert the LAN_DRV_??? diskette (available from
the manufacturer) into drive A and press <Enter>.

c. Secroll to the driver you want, and then press
<Enter>.

Select the router configuration option.

The default configuration is recommended. Most boards
are set at the factory to Option 0.

Repeat Steps 4 through 8 to select drivers and
configurations for other network boards in your system.

The maximum number of boards you can have in your
system is four. If you are using a Token—-Ring system, the
maximum is two.

Check for configuration option conflicts.
Press <F10> to generate the router software.

The system automatically links and configures the router
operating system. When the process is complete, a
message appears, indicating that ROUTEGEN has
created the router.

See the next section for procedures on setting up and
managing routers.
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Managing routers

This section explains how to set up routers on a network after
the router software has been installed and generated. It also
explains how to boot dedicated and nondedicated routers.

Before setting up routers using procedures in this section, you
should have installed the network hardware and software and
installed and generated the router software, as discussed in
the previous section.

Follow these steps to set up routers.

1.

2.

Create a router boot disk. After running ROUTEGEN,
you are ready to create a boot disk that boots the router
by doing either of the following:

For a hard disk — Prepare the disk to boot with DOS
according to the manufacturer’s instructions.

For a floppy diskette — Format a blank diskette using
the DOS 3.x or 4x FORMAT command and the /s
parameter.

The boot disk can be used for either a dedicated or
nondedicated router.

Create a boot disk for a dedicated router as follows:

a. Copy the ROUTER.EXE file to the boot disk (either
floppy diskette or hard disk).

b. Create an AUTOEXEC.BAT file on the boot disk
using a text editor. To start the router, the batch file
should have the following line:
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3. Create a boot disk for a nondedicated router as follows:

a. Copy the ROUTER.EXE file to the boot disk (either
floppy diskette or hard disk).

b. Create a CONFIG.SYS file on the boot disk with the
following lines:

FILES=20
BUFFERS=20

c. Create an AUTOEXEC.BAT file on the boot disk
using a text editor. To start the router, the batch file
should have the following lines:

ROUTER
NETX

F:
LOGIN

(Replace NETX with NETX, EMSNETX, XMSNETX,
or BNETX, depending upon the type of shell you want
to use. These shells are described in Concepts.)
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Boot the router workstation from the hard disk or the
floppy diskette prepared in Step 1.

When the router software is loaded, a message similar to
the following appears:

NetWare Real Mode Internetwork Router

Initializing LAN A

If the router is dedicated, the console prompt (:) appears,
indicating that the router is running.

If the router is nondedicated, the router and the
workstation files are loaded, and then you are prompted
for a login name and password.

Load VAPs.

If you need to load any VAPs, do so now. You may also
need to create a ROUTER.CFG file. Refer to NetWare
v2.x or NetWare for Macintosh documentation for more
information on these.

Procedures for setting up and managing routers and finished.

End of Chapter
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4 Network File Services Setup

This chapter gives the guidelines for planning and creating file
services in your network environment.

Planning and creating your network environment involves the

following tasks:

e Planning the directory structure

e Planning the users and groups

® Planning network security

® Planning login scripts

® C(Creating the directory structure

® Setting up the users with SYSCON
e Creating hybrid users

We suggest that your initial setup be simple. Your network will
evolve as you find the most appropriate solutions for your
needs.
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What you need

To plan and create your network environment, you need a
workstation where you are logged in as SUPERVISOR to
create directories and users. You also need to copy and fill in
the following worksheets (found in Appendix B):

Directories Worksheet

Users Worksheet

Group Worksheet

User Defaults Worksheet

Trustee Directory Security Worksheet
Trustee File Security Worksheet

Login Seripts Worksheet

Record the planning decisions you make on the appropriate
worksheets. The completed worksheets are your guide in
creating your directory structure, setting up users, and
providing appropriate NetWare security.
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Planning the directory structure

Use the “Directory Structure” portion of the Directories
Worksheet as you complete this section.

Planning the directory structure involves the following tasks:

e Planning the system—created directories
® Planning additional directories

The four directories already listed on the worksheet, LOGIN,
MAIL, SYSTEM, and PUBLIC, are created automatically
during network installation.

The NetWare directory structure created by installation is
within NetWare volumes; these volumes are placed within the
DG/UX directory tree and are not at the root level as seen on
the server. For example, the LOGIN, MAIL, SYSTEM, and
PUBLIC directories are created inside the SYS volume by the
installation process; the SYS volume is at the root level as far
as NetWare is concerned, but is below the root level as seen by
the AViiON server.

You can use SCONSOLE to create additional NetWare volumes
in the AViiON server’s DG/UX directory structure, then use
other utilities to create directories inside those volumes. See
System Administration for more information about creating
the volumes in SCONSOLE. See Directory structure (host)
and Hybrid user in Concepts for more information about the
hybrid directory structure and hybrid users.

As network supervisor, you must create additional directories.
Some directories, such as DOS directories, are essential.
Others are optional, and you must decide whether they are
appropriate for your needs. Directory names must conform to
DOS naming conventions.
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For more information and examples, see Directory structure
in Concepts.

Planning the directory structure is easier when you use a
diagram similar to the one following. In addition to the four
system—created directories, the tree structure shows
directories (in italics) that do not exist unless they are created.
The directory structure illustrated below explains the purpose
of each directory.

Directory Structure

——LOGIN

DATABASE

——— WORK

COMMON

BATCH
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Planning the system—created directories

The system automatically creates the directories listed in the
following table. The appropriate files are copied to them during

installation.

System—created directories

Directory

Explanation

SYS:LOGIN

SYS:MAIL

SYS:SYSTEM

SYS:PUBLIC

This directory contains the programs necessary for
logging in.

This directory is used by mail programs that are
compatible with NetWare. The directory also contains
a subdirectory for each user in which the user login
script and print job configurations are stored. The user
subdirectories are created automatically when you
create user login scripts and print job configurations.

This directory contains operating system files as well
as NetWare utilities and programs reserved for the
network supervisor.

This directory is for general access and contains
NetWare utilities and programs for regular network
users.
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'Planning additional directories (optional)
Decide which of the types of directories listed in table below fit

your needs.

Additional directories

Directory Type Explanation

DOS

Application

Username

To store DOS program files, plan one or more DOS
directories. The number of DOS directories you create
depends on the number of workstation brands and
DOS versions on your network. See DOS directories
in Concepts for guidelines and examples.

To store application program files, check the
documentation that accompanies the application.
Typically, you will plan a directory for each application
and other directories to keep the data files.

If you have two or more volumes, install your
applications on a volume other than the one the data
files are on. You can simplify your daily backups by
backing up only the data volume.

You can still install an application that must be
installed at the root directory level in a subdirectory
because you can map a search drive to a fake root.
See MAP in Utilities.

To provide personal work space for users, plan a
parent directory for username subdirectories and
private username directories for all users.

4-6
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Additional directories

Directory Type Explanation

Work (data) If you prefer to have users work in group work space
or move completed work from their personal work
space to a work directory, plan a separate directory for
each major project.

If you have two or more volumes, install your work
directories on a volume other than the one the
application files are on. You can simplify your daily
backups by backing up only the work directories on
the data volume.

Common or If you want a directory to serve as a transfer point for

shareable copying files to and from other directories (without
having to consider rights), plan a directory for that
purpose.

Batch file If you do not want to store batch files in a public

access directory, plan a directory for that purpose. You
can use file trustee assignments and file attributes to
adjust security.

When you have decided on the kinds of directories you want
and how you want to organize them in a directory structure,
record the directory names on the Directories Worksheet. (You
may want to sketch a tree structure first to help you visualize
the directories.) You complete the rest of this worksheet when
you plan security for your directories and files.
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Directory planning example

The file server acme has one volume. The network has both
IBM and COMPAQ workstations. The IBM workstations are
running three versions of DOS, and the COMPAQs are

running one version of COMPAQ DOS. Four DOS directories
are required.

The network supervisor plans to install word processing,
electronic mail, a spreadsheet, and a database application. A
parent APPS directory is planned, along with a subdirectory
for each application’s program files. The electronic mail
program creates its own directory structure.

The HOME directory provides personal work space for users in
username subdirectories.

The ACCTNG directory contains data files for all applications
used by the accountants.

The PAYROLL directory contains the data record files for the
payroll database.
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Directory structure example

———LOGIN

The network supervisor should first diagram the directory
structure (as shown below) and then record the directories on
the Directories Worksheet.

—MAIL —
ID # DIRECTORIES

V3.20
———— SYSTEM IBM PC —E ¥3.30
L puBLIC 4.00
COMPAQ —
[ WP V4.01
APPS T Sss
DB APP
HOME
L Username Directories
ACCTNG
—— PAYROLL
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Planning the users and groups

Use the Users Worksheet and copies of the Group Worksheet
as you complete this section.

Planning the users and groups involves the following tasks:

® Determining usernames

® Planning hybrid users (optional)

e Planning workgroups (optional)

e Planning groups

® Deciding which utility to use for user definition
® Deciding whether to install Accounting

e Planning defaults for defining users

The network supervisor allows people to work on the network
by defining them on the file server as users. A user has a
username and a user account.

To simplify network administration, the network supervisor
can define groups of users who use the same applications or
perform similar tasks, or who have similar needs for
information or printing.

When the file server is first brought up, the bindery already
contains the users SUPERVISOR and GUEST and the group
EVERYONE.

As network supervisor, you must define all other users and
groups, unless you delegate those responsibilities to a
workgroup manager.

Choose how much responsibility you want to delegate. You can
organize workgroups or you can delegate account management
to a user account manager without creating a workgroup.
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For more information, see Users, Groups, Workgroup
manager, and User account manager in Concepts.

Determining usernames

Make a list of everyone who will be working on the network.
Decide the username form you will use, such as

® Given names (for example, GEORGE, JANENE, and
HOWARD).

e Initials and surnames (for example, GELLIS, JMGRADY,
and HCRASK).

® Surnames (for example, ELLIS, GRADY, and RASK).

If you assign initials and surnames, you are less likely to have
problems with duplicate usernames.

Usernames can use any valid DOS character and can be up to
47 characters long. However, keep in mind that username
directories are still limited to the 8 characters that DOS will
display.

Planning hybrid users (optional)

Decide which users will be hybrid users.

A hybrid user is a user that can access both the DG/UX
directory structure and the NetWare directory structure. The
user account must already exist on both the AViiON host and
NetWare sides, although the usernames and passwords do not
need to match. You use the HYBRID utility to create a hybrid
user after a DG/UX user account and a NetWare user account
have been created.

The average Netware user doesn’t need a hybrid account; a
hybrid account is useful only to a DG/UX user on the AViiON
host who needs access to the NetWare directory structure.
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(See Hybrid user in Concepts for more information.)

Planning workgroups (optional)

IMPORTANT:

Form workgroups (perhaps by organizational divisions) and
delegate the tasks of managing accounts or creating users and
groups. Each workgroup can be assigned a separate volume or
directory.

Workgroups can be managed by either of the following:

® A workgroup manager, who can create new users and
manage their user accounts

® A user account manager, who can only manage assigned
users’ accounts

SUPERVISOR has all rights over the file server. A workgroup
manager shares those rights but is restricted to a specific area
on the file server (a volume or directory, for example). A user
account manager has rights over only those user accounts
assigned by the network supervisor.

The system is flexible, and you can delegate as much
responsibility as seems appropriate. For example, you do not
need to create a workgroup to delegate account management.
You can simply assign one or more users to a user account
manager to manage.

Only existing users and groups can be designated managers. If
you want managers to make trustee assignments, assign them
the Supervisory right [S] in a volume or a directory reserved
for the workgroup or in other directories the managed users
need access to.

If you want the users created by your workgroup managers to
belong to the group EVERYONE, you will have to let the
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workgroup managers manage the group EVERYONE. When
you designate a user a workgroup manager, that user manages
the group EVERYONE by default.

If you designate a workgroup manager for a workgroup, you
must designate that user (or group) as workgroup manager of
a user (or group), and then assign the workgroup manager the
Supervisory right [S] to a volume or a directory reserved for
the workgroup.

The workgroup manager can then set the system defaults and
create the users and groups for the workgroup. The workgroup
manager can also manage the user accounts and create new
workgroup members when needed.

Or, if you want to set up the network without assistance,
create all the users and groups and then assign them to
designated workgroup managers. The effect is the same as if
the users and groups had been created by workgroup
managers, since the workgroup managers can manage their
accounts. The workgroup managers can create additional users
and groups as needed.

On the other hand, if you prefer not to delegate the right to
create new users, create all users and groups and then assign
the users and groups to User Account Managers (with or
without workgroups). To allow the User Account Manager to
make trustee assignments, assign the Supervisory [S] right in
the volume or directory reserved for the workgroup.

For information, see Workgroup manager and User
account manager in Concepts.

Planning groups

Regular network groups are organized within the pool of users
(or within workgroups) to simplify system administration.

069-000484 Licensed Material - Property of the Copyright Holders 4-13



Planning the users and groups

Groups are created on the file server as empty sets, and then
members are added. A user can belong to a maximum of 32
groups. Decide which groups to create. Consider the following
criteria:

Applications used — You can plan a group for each
application (for example, WPUSERS for a word processing
application).

Job responsibilities — You can plan groups for shared job
responsibilities (for example, PAYCLERK for payroll data
entry clerks).

Deciding which utility to use for user definition

Three utilities allow you to define users: SYSCON,
MAKEUSER, and USERDEF. You can create users one at a
time in SYSCON after the system defaults are set. You can
create multiple users by creating and executing a MAKEUSER
file (similar to a batch file) or by creating a USERDEF
template that defines the parameters for multiple usernames
you enter for processing.

For a discussion of the advantages and disadvantages of each
utility, see “Utilities for Creating Users and Groups” under
Users in the Concepts manual.

The setup procedure in this manual is based on creating users
in the SYSCON utility. See “Set up the users with SYSCON”
for specific instructions. The User Defaults Worksheet is
designed to be used with SYSCON, it but can also be used with
MAKEUSER and USERDEF.

If you prefer to use either the MAKEUSER or USERDEF
utility, see Utilities for information to help you plan a
MAKEUSER file or a USERDEF template.
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After the NetWare user account is created, you can use the
HYBRID utility to make the user a hybrid user.

Users and groups example

The network supervisor for the file server acme started with a
list of users and their job titles, including the following:

Susan R. Leiter, vice president

Sue Ann Graves, payroll manager
George Ellis, supervisor, payroll clerks
Dan P. May, payroll clerk

Judith L. Burns, payroll clerk

Hal C. Rask, accounting supervisor
Jane M. Grady, accountant

Sam H. Black, accountant

Gamal H. Beltagi, accountant
John A. Parker, accountant

The network supervisor plans to use initials and surnames for
usernames, such as the following:

SRLEITER
SAGRAVES
GELLIS
DPMAY
JLBURNS
HCRASK
JMGRADY
SHBLACK
GHBELTAGI
JAPARKER

The network supervisor plans to create the following groups
based on applications used, job responsibilities, and
information needs:
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SPREADSHEET for accountants using a spreadsheet

application

WPUSERS for the vice president, manager, supervisors,

and accountants

PAYROLL for the manager and payroll supervisor

PAYREAD for the vice president and GUEST (who will be
assigned a password)

PAYCLERK for payroll clerks who enter data

The network supervisor plans to assign the payroll manager as
the User Account Manager for all payroll clerks after they
have been created as users.

The entry on the Users Worksheet for Dan P. May records the
following decisions (directories required for application—based

groups are not listed):

Username:
Application Used:
Groups:

Access to
Directories:

Time Restrictions:

Station
Restrictions:

Managed by:

Operator or
Manager:

DPMAY
Database
PAYCLERK

SYS:HOME\DPMAY
SYS:PAYROLL

M-F 7am-6pm
SAT 7am-1pm

[00001b02757A]
[32]

SAGRAVES

n/a
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The Group Worksheet for the WPUSERS group records the

following decisions:

Group Name: WPUSERS

Basis of Group: word processing

Full Name: word processing users
Managed by: SAGRAVES

Access to SYS:APPS\WP
Directories: SYS:APPS\WP\SETUP
Trustee Directory SYS:APPS\WP [RF]
Assignments: SYS:APPS\WP\SETUP [RWCEMF]
Access to Files: n/a

Trustee File

Assignments: n/a

Usernames of Members:

SRLEITER
SAGRAVES
GELLIS
HCRASK
JMGRADY
SHBLACK
GHBELTAGI
JAPARKER

Deciding whether to install Accounting

Use the User Defaults Worksheet as you complete this section.
Record your decisions about the Accounting feature.
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You can select the Accounting feature as an option in
SYSCON. We suggest that for your initial setup you make only
the following decisions:

® Whether to install the Accounting feature

® What initial account balance you want for all users if you
do install Accounting

By installing the Accounting feature, you can use auditing
utilities to keep track of how often users log in and log out.
This function is automatic when you install Accounting on
your file server. You can track users without assigning account
balances.

You can also use Accounting to compute charges for file server
services. To determine your charge rate, monitor your file
server for two or three weeks. Then set a charge rate based on
your costs and the amount you must recover over a fixed
period. See “Account balance” for suggestions on account
balances for users. For more information, see “Accounting”
under SYSCON in Utilities and Accounting in Concepts.

On the User Defaults Worksheet, record whether you want to
install the Accounting feature. If you do, you can also assign
an initial account balance for system defaults.

Accounting example

The network supervisor for the file server acme plans to install
the Accounting feature to monitor how often users log in and
log out. No account balance or limits will be assigned to users.
However, after a period of monitoring the file server, the
supervisor will also use Accounting to apportion network costs
between the accounting and payroll departments.

Planning defaults for defining users

Use the Users Worksheet, the User Defaults Worksheet, and
copies of the Group Worksheet as you complete this section.
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You can set the following system defaults in “Supervisor
Options” of SYSCON before you create users and user
accounts:

® Default Account Balance/Restrictions
® Default Time Restrictions
o Intruder Detection/Lockout

All users created after the defaults are set receive the same
default user characteristics. You can change the account
balances and restrictions by resetting the defaults when you
create additional users, or you can modify individual user
accounts after the users have been created.

Even if you define users by creating a MAKEUSER file or a
USERDEF template, you can still incorporate the planning
decisions you make in SYSCON. Some features, such as
station restrictions, must be assigned individually after users
are created.

Follow these steps to plan defaults for defining users.
1. Determine default account balance/restrictions

“Default Account Balance/Restrictions” in SYSCON
displays the following initial settings:
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Default Account Balance/Restrictions

Account Has Expiration Date: No

Date Account Expires:

Limit Concurrent Connections: No

Maximum Connections:

Create Home Directory for User: No
Require Password: No

Minimum Password Length:

Force Periodic Password Changes:

Days Between Forced Changes:
Limit Grace Logins:
Grace Logins Allowed:

Require Unique Passwords:

Account Balance: 0
Allow Unlimited Credit: No
Low Balance Limit: 0

The defaults set no restrictions. If you want security to be
tighter, you must change the default settings. Each field
in this window is described below.

Account Has Expiration Date

If you plan to set up temporary accounts, set this field to
Yes. “Date Account Expires” is set by accepting the
default (the first day of the next month) or by typing in a
new date. The account will be automatically disabled on
the expiration date at 12:01 a.m.

Limit Concurrent Connections

If you want users to log out of one workstation before
logging in to another, set this field to Yes. If you choose to
limit the number of workstations a user can be logged in
to, set the “Maximum Connections” by typing in the
desired number of workstations.
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Home Directories for Users

If you want NetWare to create a home directory for users
as you create them, change the option to Yes.

Passwords

We recommend that you require passwords, and we
suggest that you accept the following defaults that
appear when you set this field to Yes. ‘

® Minimum Password Length: 5 characters
® Force Periodic Password Changes: Yes
® Days Between Forced Changes: 40

e Limit Grace Logins (the number of times a user can
log in with an expired password): Yes

® Grace Logins Allowed: 6

Require Unique Passwords (prevents users from
recycling favorite passwords): Yes

If you do not want to accept the default on any
parameter, you can enter a new value.

Account Balance

This field appears only if you install Accounting. Leave
the balance at the default if you do not plan to monitor or
charge for the use of file server resources. If no charge
rates have been set, the account balance is irrelevant.
However, when a charge rate is set, the account balance
is reduced when the specified network resource is used.
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If you plan to charge for the use of network resources,
assign an initial account balance. We suggest you start
with 1,000 units of credit.

Determine how much you will charge per month based on
connect time, blocks read, or blocks written.

When the user works on the network, the balance is
reduced according to the charge rate you set for the
specified resource.

You can set credit limits before you establish charge
rates. The limits do not restrict user accounts until the
charge rates are in effect.

The default setting for “Allow Unlimited Credit” is No. If
charge rates have been established, users cannot
continue to “charge” on their accounts once the balance is
depleted. If you want to allow unlimited credit, you must
change the setting to Yes.

If you do plan to charge for file server services, you can
limit how low the account balance can go by entering a
new number (even a negative number) for the “Low
Balance Limit” field.

2. Determine default time restrictions

For increased security, specify the hours that users can
log in to the file server. Time restrictions are set by days
of the week in half-hour blocks.
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Default Time Restrictions

Sun
Mon
Tues
Wed
Thurs
Fri
Sat

AM PM
1

111
21234567890123456789

11
01

AKX ¥ KX X X

Sunday 12:00 am To 12:30 am

If you want all users to have the same restrictions, assign
“Default Time Restrictions” in SYSCON.

If you want only particular users restricted, set time

restrictions when you set up each user’s account.

3. Determine intruder detection/lockout capabilities

For maximum security, we recommend that you activate
“Intruder Detection/Lockout.” After an intruder makes

several unsuccessful attempts to log in using an incorrect
password, the file server locks the intruder out.
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Intruder Detection/Lockout

Detect Intruders: No

Intruder Detection Threshold
Incorrect Login Attempts:

Bad Login Count Retention Time: Days Hours Minutes
Lock Account After Detection:
Length Of Account Lockout: Days Hours Minutes

The intruder detection/lockout fields are described below.

Intruders

If you want to activate “Intruder Detection/Lockout,” set
this field to Yes.

Intruder Detection Threshold

You must set the threshold by specifying the number of
“Incorrect Login Attempts” the file server accepts before -
disabling the account. The default is 7 to allow for normal
typing errors.

“Bad Login Count Retention Time” is the amount of time
the file server monitors incorrect login attempts after the
last allowed incorrect login attempt was detected. The
default is set for 30 minutes.

Lock Accounts After Detection

When “Intruder Detection/Lockout” is activated and the
threshold for incorrect login attempts is exceeded, the
account is locked automatically. The default for “Length
of Account Lockout” is 15 minutes, but you can specify a
longer period of time to keep an account locked.
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SUPERVISOR can “unlock” disabled accounts at any
time. However, the network supervisor needs a back door
into the system in case an intruder locks the
SUPERVISOR account. See SUPERVISOR in Concepts
for suggestions.

When you have decided what settings you want to make
in the “Default Account Balance/Restrictions,” “Default
Time Restrictions,” and “Intruder Detection/Lockout”
fields, record your planning decisions on the User
Defaults Worksheet. To create users in separate groups
or workgroups with different default settings, use a
separate copy of the worksheet for each group or
workgroup.

4. Plan individual account features

Use the Users Worksheet and your Group Worksheets as
you complete this section.

You must set the options and restrictions for which no
system default applies. Account restrictions that can be
assigned with system defaults can also be assigned
individually. You may prefer to add or remove restrictions
set with system defaults.

When you select a user from the list of existing users, the
following menu appears (all options are explained on the
following pages):
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User Information

Account Balance

Account Restrictions
Change Password

Full Name

Groups Belonged To
Intruder Lockout Status
Login Script

Managed Users and Groups
Managers

Other Information
Security Equivalences
Station Restrictions
Time Restrictions
Trustee Directory Assignments
Trustee File Assignments
Volume Restrictions

Account Balance

This option appears if you have installed Accounting. If
you did not assign a default initial account balance, you
can assign account balances and credit limits to users
individually.

Account Restrictions

This option allows you to set account restrictions
individually if you do not set them as defaults.

If you define users initially with system defaults, you can
modify particular user accounts by adding or removing
restrictions after the users have been created.

The following form appears when you select “Account
Restrictions:”
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Account Restrictions For User SQLEITER

Account Disabled: No
Account Has Expiration Date: No
Date Account Expires:
Limit Concurrent Connections: No
Maximum Connections:
Allow User To Change Password: Yes
Require Password: No
Minimum Password Length:
Force Periodic Password Changes:
Days Between Forced Changes:
Date Password Expires:
Limit Grace Logins:
Grace Logins Allowed:
Remaining Grace Logins:
Require Unique Passwords:

To restrict an individual user, modify the default settings
shown above. (You can disable an account by changing
the “Account Disabled” field to Yes.)

Change Password

You can assign a password to a user. If you are upgrading
or creating multiple users, you can assign the same
password to all users in a workgroup and they are
prompted to change their passwords when they log in for
the first time. (Your system is secure only until users
know the initial password or the password pattern.) If
you assign passwords and require periodic changes to the
passwords, the users are prompted to changed their
passwords the first time they log in.
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Full Name

You can record the user’s full name as it appears on the
Users Worksheet.

Groups Belonged To

You can assign the user to appropriate groups. Later,
when you add a new user to the file server, we suggest
you use this field to assign membership in appropriate
groups. However, the initial setup is more convenient if
you access the group name and then assign users as
members. Instructions for doing so are included in “Set
up the users with SYSCON.”

Intruder Lockout Status

This option appears only if you activate the Intruder
Detection/Lockout feature. No input is necessary. Later,
you can select this option to view a record of any
unauthorized attempts to log in using a particular user
account.

Login Script

After you create users, select this option to access an
entry box for each user’s login script. You can either
create a login script or copy and modify an existing user’s
login script.

Managed Users and Groups

With this option, you can assign users and their accounts
to a user account manager. Indicate this in the “Operator
or Manager” column of the Users Worksheet.

Managers

With this option, you can designate a user account
manager. Record the user account manager’s username
in the “Managed by” column of the Users Worksheet.
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Other Information

No input is necessary. Later, you can use this option to
view the user’s ID number, the date and time of the
user’s last login, and whether the user has been
designated as a file server console operator.

Security Equivalences

With this option, you can assign a user any appropriate
security equivalences (optional). Use caution. A security
equivalence gives a user access to all directories and files
of another user, so this option is best used to assign
rights only temporarily.

Station Restrictions

To limit the physical locations that a user can log in from,
set restrictions for each user; otherwise, there are no
restrictions.

To restrict a user to a particular workstation, you need
the network and node (station) addresses for each
workstation. For a list of these addresses, refer to the
Workstation Configuration Worksheet. Record the
addresses in the “Station Restrictions” column of the
Users Worksheet.

Time Restrictions

Time restrictions can be set for each user in the same
way that “Default Time Restrictions” are set. If you
prefer not to restrict all users, record the allowable times
for particular users in the “Time Restrictions“ column of
the Users Worksheet.
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Trustee Directory Assignments

You can assign a user as a trustee of a directory. If you
specify a directory that does not exist, SYSCON creates
the directory. (When possible, make trustee assignments
to groups rather than to individual users.)

Trustee File Assignments

To control access to files, you can make a user a trustee of
particular files. (When possible, make trustee
assignments in directories rather than in files.)

Volume Restrictions

This feature is not supported in this version of NetWare.

When you have decided what settings you want for
individual users or what modifications you want to make
to user accounts, record your planning decisions in the
appropriate spaces on the Users Worksheet.

4-30

Licensed Material - Property of the Copyright Holders 069-000484



Planning the users and groups

User definition defaults example

The network supervisor for the file server acme recorded the
following decisions on the User Defaults Worksheet and the
Users Worksheet:

User accounts have no expiration date.

The initial account balance will be set to 1000 units.
Unlimited credit will be allowed while network use is
monitored.

Concurrent connections will be limited to two
workstations.

Intruder Detection/Lockout will be activated. The
threshold default will be accepted. Bad login count
retention time will be set to one hour. After intruders are
detected, user accounts will be locked for 12 hours.

Passwords will be required. Password defaults will be
accepted.

Time restrictions will be set individually for payroll clerks
and be limited to the hours between 7 a.m. and 6 p.m.,
Monday through Friday.

Station restrictions will be set to limit management users
to two workstations. Other users will be limited to their
own workstations.
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Planning the network security

Use the Directories Worksheet, the Trustee Directory Security
Worksheet, and the Trustee File Security Worksheet as you
complete this section.

Planning the network security involves the following tasks:

® Planning rights security for users and groups
e Planning attribute security for directories and files

Although NetWare security is flexible and can be used in
complex ways, we recommend a simple security setup and
suggest appropriate security for different kinds of directories
and files. You can implement more complex solutions as your
network evolves.

Security for directories and files is controlled by rights and
attributes.

Rights security applies to users individually and collectively
and controls which directories, subdirectories, and files a user
can access and what work the user is allowed to do with those
directories, subdirectories, and files.

Attribute security applies to directories, subdirectories, and
files and determines whether they can be viewed, modified,
shared, renamed, or deleted. Attributes take precedence over
rights.
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Planning rights security for users and groups

Rights security is controlled by the Inherited Rights Mask and
trustee assignments.

Inherited Rights Mask

An Inherited Rights Mask is assigned to each directory or file
when it is created. For basic security setup, you do not need to
modify the Inherited Rights Mask. For information on the
effects of modifying the mask, see Security in Concepts.

Trustee assignments

Trustee rights

When users or groups are granted rights to specific directories
or files, the users or groups become trustees of those
directories or files. The sum of the rights becomes the trustee
assignment.

A trustee assignment allows a user or group member to use
the directory or the file in a particular way (for example, only
for reading). The network supervisor (or a user with the Access
Control right) selects the appropriate rights to assign to users
or groups in each directory or file.

The same trustee rights control access to directories and files
in both trustee assignments and Inherited Rights Masks. Each
right is represented by an initial letter, and the letters are
enclosed in brackets: [SRWCEMFA].
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Hybrid users

Trustee Rights

Supervisory
Read

Write
Create
Erase
Modify

File Scan

Access Control

>P MmO £ 3O

NetWare runs as a process with root privileges on the AViiON
server. Because of this, protections and restrictions imposed by
the system supervisor on a hybrid user’s DG/UX account can
be bypassed by the hybrid user’s NetWare account. The
AViiON system supervisor cannot impose restrictions on the
NetWare account. For the system to remain secure, the
NetWare system supervisor must also place restrictions on the
hybrid user’s NetWare account.

System-created directories and files

The system makes the trustee assignments. The system
automatically makes the following trustee assignments to the
group EVERYONE in the following directories:

PUBLIC [RF]
MAIL [C]
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DOS directories

For DOS directories (or any directory) in the SYS:PUBLIC
directory, the system automatically assigns the Read and File
Scan rights [RF] to the group EVERYONE in SYS:PUBLIC.

Application directories

IMPORTANT:

If you create application directories in the SYS:PUBLIC
directory the Read and File Scan rights [RF] apply in the
application directories. (This is because the group EVERYONE
already has these rights in SYS:PUBLIC).

If you create a parent directory for applications, assign the File
Scan right [F] to the group EVERYONE for that directory.

In the application directories themselves, whether in the
parent directory or in SYS volume, assign the Read and File
Scan [RF] rights to either the group EVERYONE or to the

groups you have formed for application use.

If you have an application that creates extra files (such as
backup files), assign each user the Create [C] right in the
directory where the application creates those files. If the
application needs to delete and recreate files, assign each user
the Erase right [E].
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Home or username directories

Each user needs all rights to personal work space. Assign each
user (except GUEST) the Supervisory right [S] in the
appropriate username directory. If you plan to provide
personal work space for temporary users in a GUEST
directory, assign GUEST the Read, Write, Create, Erase, and
Modify rights [RWCEMI]. Since the GUEST directory provides
personal work space, assign the Modify right [M]. (Use caution
in assigning GUEST the Access Control [A], Supervisory [S],
and Modify [M] rights.)

Database directories for data files

If you have planned groups based on job responsibilities, make
trustee assignments of at least the Read, Write, Create, Erase,
Modify, and File Scan rights [RWCEMF] to the groups that
need to modify the data files in database applications. Some
database programs will require all rights except Supervisory
[S]. For groups that only need to view information, you can
assign the Read and File Scan rights [RF].

Work directories

Assign the Read, Write, Create, Erase, and Modify rights
[RWCEM] to the groups that need to modify data files. For

groups that only need to view information, you can assign the
Read and File Scan rights [RF].
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Batch file directories

Assign the Read and File Scan rights [RF] to the group
EVERYONE.

Examine each directory you have listed on the Directories
Worksheet. Then follow the decision process below for each
directory.

1. Decide which groups or users need access to the directory.

2. Decide whether the group or user needs to view the files
in the directory.

3. Decide whether the group or user needs to modify the files
in the directory.

4. Decide what else the group or user needs to do.

5. If you have files for which you want to make a separate
trustee assignment, repeat the decision process for those
files.

When you have determined the most appropriate NetWare
security, record the settings you want for trustee assignments
on the Trustee Directory Security Worksheet. If you want to
assign trustee rights separately for particular files, record the
trustee assignments you want to make on the Trustee File
Security Worksheet.

For more information, see “Rights Security” and “Effective
Rights” under Security in Concepts.
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Planning attribute security for directories and files

Attribute security assigns properties to individual directories
or files. Each attribute is represented by its initial letter(s),
and the letters are, by convention, enclosed in brackets.

Directory and file attributes

Attrib— | Letter | Direc— Fil | Description
utes tory e

Archive A v~ | o Identifies files modified after
needed last backup.
e Assigned automatically

Copy C v~ | e Prevents Macintosh users from

Inhibit copying a file

e Overrides Read and File Scan
rights

¢ Modify right required to remove
this attribute

Delete D I v~ | e Prevents users from erasing

Inhibit directories or files

e OQverrides Erase rights

¢ Modify right required to remove
this attribute

Execute | X +~ | e Prevents copying or backing
Only up files
e Attribute cannot be removed
e Assign only to program files
(with .EXE or .COM extension)
e Keep a duplicate copy of these
files in case they get corrupted
NOTE: Some programs flagged
Execute Only will not
execute properly.

Hidden H I v~ | e Hides directories and files from
DOS DIR scans and prevents
them from copying or deleting

e Directories and files appear in
NetWare NDIR scan if user
has the File Scan right.
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Attrib—
utes

Letter

Director

Fil

Description

Indexed

Allows quick access to big files
Automatically assigned to files
with over 64 regular FAT
entries.

Can be set, but setting has no
effect.

Purge

if a file is tagged or resides in a
directory tagged with this
attribute, purges the file as
soon as it is detected

CAUTION: You cannot use

SALVAGE to recover a
purged file.

Read
Audit

Ra

Not currently used by
NetWare. Can be set, but
setting has no effect.

Read
Only/
Read
Write

Ro/Rw

Indicates whether a file can be
modified. All files are
automatically flagged Read
Wirite when created, and can
be modified unless the Read
Only attribute is set.
Assigning Ro automatically
activates Delete Inhibit and
Rename Inhibit.

Modifying right required to
remove Ro attribute.

Rename
Inhibit

Prevents users from renaming
directories or files.

Modifying right required to
remove this attribute.

Share-
able

Allows several users to
simultaneously access a file
Typically used in combination
with Ro attribute
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Attrib—
utes

Letter

Director
y

Description

System

Sy

1 %

¢ Assigned to system files and
their directories, hides them
from DOS DIR scans and
protects them from copying or
deleting.

o If users have File Scan right,
directories and files appear in
NetWare NDIR scans.

Trans—
actional

e Activates the Transaction
Tracking System (TTS).

e Prevents data corruption by
ensuring that either all or no
changes are made to files
being modified.

o Especially helpful for database
files

Write
Audit

o Not currently used by
NetWare. Can be set, but
setting has no effect.

Note that this version of NetWare does not support
Transaction Tracking. The [T] attribute may be assigned, but
will not affect anything.

Consider the following recommendations.

System—created directories and files

These files are automatically flagged Read Only [Ro], Delete
Inhibit [D], and Rename Inhibit [R] by the system. No
additional attributes are necessary.

DOS directories

Flag DOS files Read Only/Shareable [RoS]. The system
automatically adds the Delete Inhibit [D] and Rename Inhibit

[R] flags.

IMPORTANT: The [RoS] attribute should not be confused with [ROS] rights
in earlier versions of NetWare.
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Application directories

Flag application program files Read Only/Shareable [RoS]. To
prevent anyone from copying software illegally, flag the
principal executable file of each application Shareable/Execute
Only [SX].

CAUTION: Not even SUPERVISOR can copy files flagged Execute Only
[X]. Files flagged with this attribute can only be deleted. Do not
use this file attribute unless you have a backup copy of your
application program files. Additionally, be sure that neither
your license nor the installation program for your application
restricts the number of times you can copy the files to the
network.

Directories for database data files

Files you want to be able to modify should be flagged Read
Write/Shareable [RwS].

Modify rights are required for any files flagged Shareable [S]
or Delete Inhibit [D].

If you have highly sensitive information in your database that
you do not want remaining on the hard disk after it has been
deleted, flag the directory Purge [P] so that the files in that
directory are purged upon deletion. Such files cannot be
recovered.

Work directories

Files you want to be able to read but not modify should be
flagged Read Only/Shareable [RoS].
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Batch file directories

Flag the files Read Only/Shareable [RoS].

When you have determined the most appropriate NetWare
security, record the settings you want for file attributes on the

Directories Worksheet.

For more information, see “Attribute Security” under Security

in Concepts.

Security example

The network supervisor for the file server acme planned the

following directory trustee assignments:

Directory trustee assignments example

Usergroup Directory Rights
Everyone SYS:APPS [F]
SYS:HOMEGUEST | [RWC SMF]
Each user SYS:HOMEusemame |[S]
GUEST SYS:HOMEGUEST | [RWC EMF]
SPREADSHEET SYS:APPSPREAD RF]
SYS:ACCTING RWC EMF]
WPUSERS SYS:APPWP RF]
SYS:APPWPSETUP |[RF]
PAYROLL SYS:APPDB APP RF]
SYS:PAYROLL RWC EMF]
PAYREAD SYS:APPDB APP RF]
SYS:PAYROLL RF]
PAYCLERK SYS:APPDB APP RF]
SYS:PAYROLL RWC EMF]
MJONES SYS:APPDB APP S]
SYS:PAYROLL S]
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Planning the login scripts
Use the two Login Scripts Worksheets as you complete this
section. The worksheets provide space for planning the system
login script and user login scripts (which you can customize for
each user).

Planning the login scripts involves the following tasks:

® Planning for login script conventions
® Planning a system login script

Login scripts are similar to the AUTOEXEC.BAT file and
execute when users log in to the file server. Actually, two login
scripts execute: first a system login script then a user login
script. Both are created in SYSCON.

The network supervisor uses the system login script to set an
environment for all users. The system login script contains
commands that

® Map network drives.
o Control program execution.

® Initialize environmental variables. (A user login script
specifies the user’s individual drive mappings and
environmental variables.)

® Because the system login script executes first, if you map
the same drive letter or number in both login scripts, the
mapping in the user login script overwrites the mapping in
the system login script.

® For security reasons, each user should have a login script,
however minimal. Since the group EVERYONE has the
Create right [C] in SYS:MAIL and user login scripts are
stored in a numbered ID subdirectory of SYS:MAIL,
anyone (including GUEST) knowing a user’s numbered ID
subdirectory could create a login script in that ID
subdirectory if one did not already exist.
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The system login script should be created first. If you
access SYSCON's entry box for a user login script and put
in even a blank space, the system reads it as a user login
script and the default login script is no longer executed.

When no user login script exists, a default login script
executes. This is the same login script you see when you
log in to the file server as SUPERVISOR for the first time.
We recommend using the default login script only
temporarily. Creating a user login script prevents the
default script from executing for that user.

On the other hand, most mistakes made in system login
scripts generate a message listing the error. Then you can
access SYSCON to correct the mistake. The critical
command is the mapping to the NetWare utilities in
SYS:PUBLIC.

Planning for login script conventions

Login scripts require the command formats specified in

Appendix A, “Login Script Commands.” A command format
provides patterns for using keywords, options, variables,
spacing, delimiters, or other characters and punctuation.

Login script commands are not case sensitive; however, any
identifier variables enclosed in quotation marks must be upper
case and must be preceded by a percent (%) sign.

Only one command can be entered on each line and command
lines cannot exceed 150 characters. To increase readability, we

recommend that you use only 78 characters per line — the
width of your screen.
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When you enter login script commands, end each line by
pressing the Enter key. Words that are wrapped automatically
onto the next line (because the end of the line was reached) are
still considered part of the command on the previous line.

To make your login script easy to scan, you should
® Group similar commands.

¢ Include comments to record the purpose of each command
or group of commands. Comments made with REMARK
and its aliases (REM, *, and ;) do not display when the
login script executes. For additional information and
examples, see Login scripts in Concepts. For an
explanation of individual login script commands, see
Appendix A, “Login Script Commands.”

Planning a system login script

The Login Scripts Worksheet is organized by headings. The
headings (discussed below) are REMARK comments. Include
the comments that apply to your script file. You can rewrite
the comments or you can write your own. Then you can add
the commands that correspond to the headings.

Preliminary commands

If you want to use any of the following commands, place them
at the beginning of a login script (commands that can be set to
ON or OFF can be used more than once in a script):

DOS BREAK ON|OFF
MAP DISPLAY ONIOFF

Greetings

Display brief messages on user screens with

WRITE “message”
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Display login messages
Use the following commands with the filename to display text
files:

FDISPLAY filename
DISPLAY filename

When you display text files, type PAUSE on the next line so
users can read the text at their own pace.

Attach to other file servers
If you want all users to attach to another file server, include
ATTACH with the file server name:

ATTACH server

If you form groups on the basis of which file servers users need
to attach to, you can use the conditional IF.. THEN with
ATTACH:

IF MEMBER OF “groupname” THEN ATTACH server

NetWare utilities mapping

The Login Scripts Worksheet contains the mapping we
recommend:

MAP INS S1:=SYS:PUBLIC

DOS directory mapping and COMSPEC

The Login Scripts Worksheet contains the mapping we
recommend, but you must supply the directory path according
to the directory structure you create.

COMSPEC should specify the same search drive that is
mapped to the DOS directory.

See DOS directories in Concepts for examples.
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Application directory mappings

Map a search drive to each application directory to which all
users or any defined group needs access. For an application
used by all users, use the next search drive (following
numerical order).

If you use the MAP INSERT command (as in the mapping to
SYS:PUBLIC) and specify the number of the search drive, the
system automatically assigns the next search drive available.

If you formed groups on the basis of application use, use the
IF..THEN conditional to provide only that group with the
mapping. If you use IF... THEN to provide a group with two or
more mappings, you must also use BEGIN...END.

If you need to provide several groups of application users with
conditional mappings, we suggest you include the command
MAP INSERT S16 to map the next available search drive to
each directory. Because MAP INSERT inserts a new search
drive using the next available number in the ordered sequence
of search drives, one mapping will not overwrite another.

Put the series of mappings in the order of frequent use. List
the most frequently used application group first and the least
frequently used application group last.

Miscellaneous search drive mappings

Using the MAP INSERT command (with or without the
conditional IF... THEN), include a search drive mapping to any
directory where batch files or third—party utilities are stored.

Supervisor mappings

To provide mappings to SYS:SYSTEM and any other
supervisor directories, complete the IF.. THEN conditional
included on the worksheet. If you have more than one
mapping, you must also use BEGIN...END with IF.. THEN.
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Home or username directory mapping

Include a generic mapping (using the identifier variable
%LOGIN_NAME for the directory name) to the home-or
username directory.

We suggest that you map the first network drive to the home
or username directories. The first network drive is usually F,
but if you have workstations that require some other drive
letter as the first network drive, you can use *1 as a generic
first network drive.

If you prefer to map the first network drive to some other
directory but want users in their personal work space at the
end of the login script, use DRIVE. For an explanation of
personal work space in home or username directories, see
Directory structure in Concepts.

Data or work directory mapping

Include mappings to data or work directories. If you formed
groups on the basis of job responsibilities or information needs,
use the IF... THEN conditional to provide only that group with
the mapping.

If you have workstations that use a drive letter other than F as
the first network drive, we suggest that you use generic drives
such as *2 and *3 (and so on, following numerical order) to
represent drive letters (which follow alphabetical order). Or
see your DOS manual for information on the use of
LASTDRIVE.

Default printer mappings or printing batch files

If you have formed groups on the basis of print queues, you
can use the IF.. THEN conditional with #CAPTURE and a
queue specification (for an explanation, see “Run
miscellaneous programs”). Or you can call up batch files to
provide printer or print queue routing.
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Display directory path at prompt

To display the directory path at the prompt, we suggest you
include [DOS] SET PROMPT as it appears on the worksheet.
See your DOS manual for information on the use of SET.

Display all current drive settings

If you want drive mappings displayed for users, include the
commands that appear on the Login Scripts Worksheet.

Run miscellaneous programs

To execute an external program (a filename with a .BAT,
.COM, or .EXE extension), use the pound (#) sign preceding
the name of the executable file. The pound sign allows both
external execution and a return to continue the login script.
#COMMAND /C filename also executes a DOS batch file. You
can also run an executable file from an EXIT command.
(However, if you use an EXIT command in a system login
script, the user login script does not run.)
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System login script example

The network supervisor for the file server acme planned the
following system login script:

rem preliminary commands

MAP DISPLAY OFF

BREAK OFF

FIRE 3

rem greeting

WRITE “"

WRITE “Good %$GREETING_TIME, $%LOGIN_NAME."”
WRITE “"

WRITE “You have logged in to acme from Station
$STATION. "

WRITE “”

rem display login messages

IF MEMBER OF “PAYCLERK” THEN

WRITE “Staff meeting Tuesday 10 a.m. in Conference
Room C”

FDISPLAY SYS:message\daily.msg

PAUSE

rem attach to other file servers

IF MEMBER OF “PAYROLL” THEN

ATTACH HISTORY/%LOGIN_NAME

rem NetWare utilities mapping

MAP INS S1:=SYS:PUBLIC

rem DOS directory mapping and COMSPEC

MAP INS S2:=SYS:PUBLIC/$MACHINE/%0S/%0S_VERSION

If you plan a menu to give users quick and convenient access
to applications and programs, you can call up the menu from
the user login script. For more information on creating menus,
see MENU in Utilities Reference.
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IMPORTANT: Using EXIT from the system login script will not allow the
user login scripts to run.

Application environmental variables

Consult the documentation that accompanies the applications
you plan to install on the network. Determine what user
variables can be set with the DOS SET command and then
plan the command syntax as it should appear in the login
script. (See your DOS manual for information on using SET.)

Individual search drive mappings

If only one user will use a directory containing executable files,
plan a search drive mapping for that user to the directory.

Individual drive mappings

If a directory is frequently used by only one user, plan a drive
mapping for that user to the directory.

Execute a menu

You can call up a menu from the login script by exiting to a
menu with EXIT as the last command in the login script or by
using #MENU. (For instructions on creating menus, see
MENU in Utilities.) If you use the EXIT command, the string
that follows can be 14 characters or fewer. For more details see
“EXIT” in Appendix A, “Login Scripts.”

The menu script file (for example PAYCLERK.MNU or
ACCOUNT.MNU) must be stored in a directory to which a
search drive has been mapped. You can include commands
similar to the following four examples:

EXIT “MENU account”
IF MEMBER OF ”“PAYCLERK” THEN
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EXIT “MENU payclerk”

#MENU account

IF MEMBER of “PAYCLERK” THEN
#MENU payclerk

Or you can also exit to a batch file:

EXIT “COMMAND /C GO”

In the GO.BAT file, include

MENU payclerk
LOGOUT

The GO.BAT file should also be stored in a directory to which a
search drive has been mapped.

User login script example

The network supervisor for the file server acme planned user
login scripts such as the following. The comments are preceded
by a semicolon (;), an alias of REMARK. User SRLEITER uses
word processing for which a backup interval and a username
are set. The electronic mail program requires a username and
a password. A print job is configured to provide the user with
the ability to print correspondence on letterhead stationery.

;application environment variables
SET WP = “/b-10/u-sqgl/”

SET USR “SRLEITER"

SET PWD v

;print job configuration

#CAPTURE J=LTTRHEAD

;individual search drive mappings

MAP INS *4:=SYS:HOME/SRLEITER/MACROS

From the examples, determine the elements to include in your
system login script and your user login scripts. Record the
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commands for your system login script on the Login Scripts
Worksheet (see Appendix B). Record the commands for your
user login scripts on the second page of the worksheet under
“Basic User Login Script.”

Licensed Material ~ Property of the Copyright Holders 4-53



Creating the directory structure

Creating the directory structure

To create the directories you have planned, use either the DOS
CD (Change Directory) and MD (Make Directory) commands
or the NetWare FILER utility. Use the instructions in this
section to create all of your file server’s directory structure
except username directories. If you create users with the
SYSCON utility, you can create username directories in
SYSCON at the same time. (If you create users with

- USERDEF, DOS directories and username directories are

created automatically.)
Creating the directory structure involves the following tasks:

® Installing DOS on the network
® (Creating directories

® Loading application program files and setting field
attributes

e Flagging the principal executable file Execute Only

® Copying any necessary files onto the workstation boot
diskettes

® Copying data files into directories

® Using FLAF or FILER to asssign file attribute security
(optional)

There are four ways to create these directories:

e DOS. For supervisors with DOS experience, the MD and
CD commands are direct and efficient.

e FILER. FILER is menu driven so that you can select from
lists or insert new directory names to create directory
structure level by level. See FILER in the Utilities.
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® SYSCON. When you create users with SYSCON, you can
create username directories when you set up user
accounts. If you specify a directory that does not exist,
SYSCON creates the directory. (Instructions are included
in “Set up the users with SYSCON.”)

e TUSERDEF. If you create users with USERDEF, USERDEF
creates your DOS directories and username directories.

Installing DOS on the network

IMPORTANT:

You can create all the DOS directories and load all the DOS
files from one workstation on the network. If you completed
the planning worksheets, you should have recorded the
required DOS directories on the Directories Worksheet. See
DOS directories in Concepts.

As you create DOS directories and copy the DOS files onto the
network, make sure you comply with all copyright laws. Each
workstation must boot with its own licensed copy of DOS or
other client operating system.

1. Booting a network workstation

Turn on the workstation. (The file server should be up
and running with volume SYS mounted.)

If you have not prepared boot files, see the NetWare ODI
for DOS Workstations manual.

2. Login to the file server as SUPERVISOR. Type
LOGIN fileserver/SUPERVISOR )
Replace fileserver with your file server’s name.

Information from the default login script, similar to the
following, appears:
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Good morning, SUPERVISOR

Drive maps to a local disk.
Drive maps to a local disk.
Drive maps to a local disk.
Drive maps to a local disk.

file server/SYS:SYSTEM

file server/SYS:LOGIN

Drive file server/SYS:PUBLIC
SEARCH1 := Z:. [file server/SYS:FUBLIC]

Drive

Drive

A
B
C
D
Drive E maps to a local disk.
F
G
Y

F:\SYSTEM>

When you first log in to the file server as SUPERVISOR,
no password is required. For increased security, we
suggest you assign yourself a password in SYSCON when
you create users and set up user accounts. Then when
you log in, you are prompted to enter your password. For
more information on SUPERVISOR account security, see
SUPERVISOR in Concepts.

3. You are in the SYS:LOGIN directory. If your prompt does
not display the directory path, type

PROMPT $P$G )

4. Change to the SYS:PUBLIC directory.

5. Create the DOS directories. Create a directory for each
version of DOS you plan to run on each workstation type.

We suggest you name your DOS directories according to
‘the following convention:
SYS:PUBLIC/machine/MSDOS/version

For each directory, replace machine with the six—letter
long machine name of the workstation (such as IBM_PC
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or COMPAQ) and version with the DOS version number
(such as v3.30 or v4.00).

6. Load DOS files into the appropriate DOS directories.
Make sure the new DOS directory is your current
directory. Copy the files from the DOS diskettes, using the
NCOPY command.

NCOPY A:*.* )
7. Flag DOS files Read Only/Shareable.

You must flag all DOS files to prevent users from
corrupting the command files. Use the FLAG command:

FLAG **ROS )

8. Repeat Steps 6. and 7. for each DOS directory you create
on the file server.

Creating directories

Use the DOS MD command to create your directories. If you
wish, you can use FILER. See FILER in Utilities.
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Loading application program files and setting file attributes

To use third—party applications (such as word processing
programs, spreadsheet programs, and database programs),
load the program files into the directories you created for
them.

Refer to the documentation for each application.

After the files are loaded into the appropriate directories, you
must also set file attribute security.

For applications with network versions — If the
third—-party documentation includes instructions for loading
the application on a network, follow those instructions. Then
skip to the “Flagging the principal executable file Execute
Only” section.

For non-network applications — If the documentation
does not contain instructions for loading the application on a
network, try the instructions for loading the application on a
local hard disk. (Some hard disk load commands don’t work on
network drives. If this is the case, consult the dealer who sold
you the application.)

Some applications have an install program that requires the
program to be installed in a root directory (represented by the
volume name in NetWare). NetWare allows you to map a
“fake” root. For more information, see MAP in Utilities.

1. If you use the local hard disk instructions, check to see
whether the program requires the hard disk drive letter to
be C or D. Then map the drive letter that normally
corresponds to a local hard disk to the directory you have
created for the application.

For example, suppose you created a directory for an
application in SYS:PUBLIC. If the third—-party
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documentation instructs you to copy the files to C, type
the following command at the DOS prompt:

MAP ROOT C:=SYS:PUBLIC\directory )
The following message appears:

Drive C: currently maps to a local disk.
Do you want to assign it as a network drive?
(Y/N) Y

2. Press <Enter> to confirm.

3. Either continue to follow the instructions (in the
third—party documentation) for installing files on a hard
disk, or insert each third—party diskette into drive A and
type

COPYA:**C: )
4. Flag the application program files Read Only/Shareable.

The default file attribute is Read Write. Use FLAG or
FILER to change the file attributes of application files to
Read Only/Shareable [RoS]. This will prevent users from
deleting or corrupting the program files ((EXE or .COM
files). When you flag a file Read Only, NetWare
automatically assigns the Delete Inhibit and Rename
Inhibit attributes. For more information, see “Attribute
Security” under Security in Concepts.

Type
FLAG**ROS )
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Flagging the principal executable file Execute Only

IMPORTANT:
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