


AViiON Intel based systems AV2000, AV3000, 
AV3600, AV5900, AV6600 

AViiON 8500, 9500 Any configuration 

AViiON 4500, 5500, 5225+, 6240 Any configuration 

AViiON 4300, 4600, 4625, 450 Any configuration 

AViiON 3200, 4000, 4100, 410 Any configuration 

AViiON 100, 300, 400, 530 Any configuration 
MV60000 HA2 

MV 15000, 20000, 25000 and 30000 systems 
MV40000 All Models 

MV30000 Modell , and MOD 2,3,4 upgrades 
MV9500 and MV9600 Systems 

THOUSANDS of PcI1s for DG Modines in Stock 
for Same Dcry Slipping 

7033 2nd Processor AV5500 

7037 32MB Memory AV85/9500 

7038 8-Slot Memory Controller 

7039 128M8 Memory AV85/9500 

7049 Dual Processor For AV85/9500 

7050 Quod Processor For AV85/9500 

7411 VAC-1616-line Async ConI. 

7418 VDA-255 Disl. Cluster 

7419 VDC-16 Cluster Box 

7430 SCSI 2 Host Adapter 

7435 SCSI 2 Host Adapter 

7429-l VME Ethernet Controller 

7440 VDC-16 Cluster 80x 

7442 SCSI Terminal Server 

All Termserver and Transceivers 

4623 IAC-24 with TC8-24 

4532-A IlC 

45861TC-128 Terminal Controller 

CLARiiON Disk Arrays 

79000-H 500MB Disk for CLARiiON 

79010-H 1GB Disk for CLARiiON 
79011 -H 2GB Disk for CLARiiON 
79012-H 4GB Disk for CLARiiON 
79013-H 9GB Disk for CLARiiON 

G 61005 1 GB Fixed Disk 

G 61006 2GB Fixed Disk 
Seagate Disk Drives 

Optical Jukeboxes HP and others 

All MV & AV Disks and Subsystems 

XTerminal NCO 17( 

6166-X 0410 Monitor with keyboard 

6391 -X 0214 Monitor with keyboard 

6951 0218 Monitor with keyboard 

6944 0 1200i Monitor with keyboard 

6945 D1600i Monitor with keyboard 

6392-X 0215 Monitor with keyboard 

6393-X 0411 Monitor with keyboard 

6394-X 0461 Monitor with keyboard 

6500 0216 Monitor with keyboard 

65670412 + Monitor with keyboard 

6683-X 0413 Monitor with keyboard 

6568 0462 + Monitor with keyboard 

6693G-X D1400i Monitor with keyboard 

Wyse, Sherwood link, DEL, HP, Tektronix, 
Zenith Terminals & REPAIR 

6026 800/1600 BPI Brown, FCC compliant 

6341 -A 1600 8PI Streaming Tape (SCSI) 

6299/6300 1600/6250 BPI 

6586/6587 Galaxy Tape (SCSI) 

6760 10GB 8mm 

6885 4GB 4mm OAT 

6590M 2GB Subsystem (SCSI) 

6588/6589 6250BPI Tape (SCSI) 

DLI 40GB Drive 

Genicom • Data Products • Data South • 
Mannesman Tally • Ports 

Data General and Third party memories ovanable 
for all systems 

3Corn • eablelron • Kingston • US Robotics • Data Race 

WE ALSO BUY DG EQUIPMENT 

INTERNAnONAL COMPUTING SYSTEMS P.O. Box 343 Hopkins, MN 55343 - 1-800-522-ICSC (4272) 612/935-8112 
FAX 61 2/935-2580 - E-Man DGSALES.lCS@woridnet.att.net - www.ICSCUSA.com 



DATA GENERAL SYSTEMS & PARTS .................... . 
,-

AvnON 
AV8500+ SYS 
AV5500 & H SYS 
AV4625 SYSTEM 
AV8500SYS 
AV9500+ SYS 
AV4000/4100 
AV4300 SYSTEM 
AV310 
AV4700 DUAL 
AV6240 
AV2000 
AV3600DUAL 
AV70004MB 
AV700116MB 
AV700348MB 
AV701564MB 
AV7016128MB 
AV701816MB 
AV701932MB 
AV703416MB 
AV703564MB 
AV7043 128MB 
AV703732MB 
AV7039128MB 
AV7434 VO CTRL 
AV7038 MEM CTRL 
AV5500 2nd CPU 
AV5500H 2nd CPU 
AV85/95+ CPU 
AV85/95 CPU 

COMM EQUIPMENT DISKlfAPE 
7405 LAN 610074GB 
7431 FDDI 610062GB 
5211 V/FDDI 7908-ZA 520MB 
4211 FDDI 79000-H 520MB 
7425-L VTC 79011-H 2GB 
7401 VDA128 
7418-K VDA255 
7436 LAN 
8& 16 CLUSTER 
7416-K TOKEN 
7429-KLAN 
MODEMlMUX 
CS2000 TSERVER 
CS2100 TSERVER 
CS2600 TSERVER 
CS3100 TSERVER 
DG 4819 TSERVER 
7440VDC 

79012-H 4GB 
79013-H 9GB 
6841 2GB SE 
6685 1GB FH 
6802 1 GB/6805 D 
6843 2GB WID 
6714 1.4 GB 
61000-DE .5B D 
61005 1GB FAST 
6796520MB 
6787 INFERNO 
7417 lOP 
7430 DUAL SCSI 
7435 DUAL SCSI 
CLARiiON'S-ALL 
SP'S CACHEDINON 
610047/14GB 
67605110 GB 
65902 GB 
6586 RIM FIL 
6577 150MB 
6677 525MB 
6435 SPARC 
6885 418GB DAT 
6762 214GB DAT 
6827-D ARRAY 
CSS2 & CSS3 

JP7015 64MB AV5/6 
JP7016 128MB AV5/6 ) 
JP7017 192MB AV5/6 LIFETIME WARR. 

MVSYSTEMS 
MV9600 
MV2500 
MV2000-I 
MV3200 
MV30000-2 
MV35000-2 
MV5500 
MV5600 
MV9300 
MV9500 
MV9600 
MV9800 
MV25000-I 
MV25000-2 
ITC-128 
ITC-128A 
LTC 64 
LAC 32 
LAC 16 
LSCILSC-2IMCP 

BUY SELL LEASE TRADE 

TURN YOUR SURPLUS DG INTO CASH 

JP TRADING, INC. 

2054 WEAVER PARK DRIVE 

CLEARWATER, FLORIDA 33765 

WATTS (888) 844-5784 
(813) 449-8502 FAX-(813) 449-8404 

E-MAIL: jptrading@aoI.com 

3112 QSOOb 

VISA -

CRTIPRINTERS 
D/210 
D1211 
D/215 
D/216 D1216+ 
D/217 
D/410 
D/411 
D/460 
D/470 
D/220 
D/230 
D/412 D/412+ 
D/462 D/462+ 
D/413 
D/414 
D/463 
DIl400i 
DIl600i 
DG 6618 
DG6883 NEW 
LASERJET III 
LASERJETII 
CANONBJ300 
EPSONS 

APPRAISALS 
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OPEN NOTEBOOK 
I 2 Waiting for the Tempest in Computer Technology 

Things may seem slow now-but just wait. 

by David Novy 

NT SYSTEM MANAGE:MENT 
I 4 DG's NTerprise Manager Keeps Windows NT Server 

Systems Alive and Well 
The first of two articles on DC's server management solutions. 

by Michael Selissen 

ELECTRONIC COMMERCE 
I 8 From Main Street Proprietor to Cyber-shopkeeper: 

An Introduction to Secure Electronic Commerce 
Taking the worry out of buying on the Web . 

by Tom Gutnick 

24
INSIDE ICOBOL 
It's a Lock 
Our columnist discusses the importance and hazards of locking files with 
[COBOL. 
by Tim Boyer 



PENnUM PRO 
""Dell"Olll 

REMEMBER WHAT IT WAS LIKE TO HAVE 
SOMEONE YOU COULD COUNT ON! 

You can again. 

There' a rea on why Data General urvive 
in a land of computing giants. We do thing 
no one el e will do for you when it comes 
to enterpri e T. like deliver T Clu ter
in-a-Box" - already configured, te ted, and 
ready to run. And provide uperior integra
tion and implementation ervice. 

Our cu tomer ay the main reason they buy 
from u i the value they get from our 
per onal contact and our willingne to be 
there when they need u . 

They al 0 really love our calable, high
performance, high-availability AViiO 
ervers, like the AV 600 based on Intel 

Pentium ® Pro processors. And they ay our 
CLARiiO RAID torage i the be t 
around. Add top-notch service and upport, 
and you can see why our cu tomers ay we're 
their ideal choice for Enterprise NT solutions. 

In today' highly competitive environment, 
tru ting your computing partner to be there 
for you i e entia!' 

Call us. We're the Enterprise 
NT Solution choice you can lean on • 

•• Data General 
www.dg.coml·800·DATA GEN 

--- -



NADG UG NOT E S 

We're not talking about Steve. He's probably happy 
enough where he is . But if you're looking for a 
new position-or if you're wanting to fill one, 

check out NADGUG's web site: www.nadgug.org. Here's 
how it works for members: 

£\..;£~ on the Members Only area and enter your member 
number and password. 
£\..;£~ on Job Bank and either indicate "Add a Job" or "Look 
for a Job." (Members can add one free job listing a year.) 

Non-members can read about the Job Bank and see a sample 
listing on the home page by clicking Job Bank. You may still 
add a listing for a new job for $75. Contact Jerry Waldon, 
the NADGUG web master, at jwaldon@pictorial.com 
to access this section. 

NEED A CONSULTANT- OR NEED MORE 
BUSINESS IF YOU A RE ONE? 

Consultant listings on the NADGUG web site work the same 
way as the Job Bank. Simply access the Members Only area 
and the Consultants section and enjoy! 

Of course , any "networking" information like this 
works best when people know about it and use it. 

NEW LISTING OPPORTUNITY 

Most job listings can't wait for DGFocus' production calen
dar. But some can-especially recruiting services and 
companies that have regular employment needs. For these 
situations, DGFocus is now offering the opportunity for em
ployment ads. Check with Lynne Nash, our advertising rep
resentative, for these cost-effective sizes and rates : 
lynne@tkp.com. 

NADGUG '98: SEPTEMBER 13- 17 
IN SAVANNAH 

Our host city for this year's conference is Savannah, Geor
gia, a city that Cond Nast lists as one of the Top 10 cities 
preferred by tourists! It's not too soon to start planning to 
take full advantage of this special setting. You may even 
want to extend your stay to enjoy local golf, fishing, shop
ping and city tours. For everything you've always wanted to 
know about Savannah, check the NADGUG web site and 
"click" on the Savannah Traveler Magazine. 

Within walking distance of the Savannah DeSoto 
Hilton, our conference headquarters , are River Street and 
City Market shops, museums and historic attractions. The 
Riverfront Plaza, on the Savannah River, is the place to go 
for a riverboat cruise, shop for souvenirs, or just enjoy the 
vibrant waterfront. If you have a few days to spend before or 
after the meeting, you may want to visit the resort areas of 
Hilton Head and the low country islands. See you there! tJ. 
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Dell Hooks 
CLARiiON 
Storage 

Dell Computer Corporation and Data General have 
arranged for Dell to deliver future enterprise storage 
products based on Data General's CLARiiON Fibre 

Channel RAID technology. 
The agreement between Data General's CLARiiON divi

sion and Dell also promises to bring high-end Fibre Channel 
enterprise storage products to new markets. Products result
ing from this collaboration will be made available to cus
tomers of both companies. 

International Data Corporation research estimates that 
the Microsoft Windows NT portion of the Fibre Channel disk 
storage subsystem market will grow from $310 million in 
1998 to $3.2 billion by the year 2011 and that Fibre Channel
based storage solutions will surpass 50 percent of the exter
nal open systems disk storage market by 2000. 

Dell expects to begin shipping a complete Fibre Channel 
storage solution in 1998. As the fourth-largest PC server ven
dor in the world, Dell is well-positioned to serve businesses 
wanting a built-to-order, fully-redundant, high-speed enter
prise storage solution based on Fibre Channel RAID technol
ogy. 

"The integration of CLARiiON technology into Dell's 
server offerings is an important component of Dell's high
availability NT strategy," said David Vellante, senior vice 
president at International Data Corporation. "It allows Dell to 
maintain focus on its direct marketing business model while 
at the same time tapping a premier Fibre Channel technology 
solution. For Data General, Dell is a quality partner with the 
market momentum to help launch CLARiiON Fibre Channel 
products into the growing market for NT servers." 

Dell's move into Fibre-based storage is consistent with 
its strategy of offering standards-based products at an excep
tional value, with equal-to-or-better performance, reliability, 
quality and features in each class of products. 

The CLARiiON FC5000 Fibre Channel disk array family 
is based on the Fibre Channel interface. The high end of the 
FC5000 series, the FC5500, is one of the industry'S most 
powerful all-Fibre Channel RAID solutions. It can sustain 
data at 170 ME per second for digital video streams, or more 
than 14,000 I/0s per second for business-critical database ap
plications. 

"We are pleased that Dell has chosen CLARiiON as its 
storage partner for its Microsoft Windows NT enterprise 
servers," said Data General President and CEO Ronald L. 
Skates. "This is a long-term agreement under which we will 
work together to integrate CLARiiON technology in Dell sys
tems." 

G ENE R AL 

Richmond PD 
Gets Laptops 
for Patrol Cars 

T wenty police cars in the Second Precinct of the Rich
mond Police Department in Virginia are now outfit
ted with laptop computers that allow officers to ac

cess crime databases with a single keystroke. That means 
they can search out vehicle registrations, arrest warrants 
and driving records without waiting for someone at the dis
patch center to look it up for them. 

The Richmond City Council approved the $5.5 million 
needed to buy the computers last year. Since the computers 
went online April 1, police have used them to recover eight 
stolen vehicles and make 10 felony arrests and 75 misde
meanor arrests. 

But helping police catch criminals is only half the 
story, said Bill Hobgood, project manager with the city's de
partment of information technology and NADGUG Vice 
President. 

"Our number one priority is to protect the police offi
cer on the street," he said. "Apprehension of the bad guys 
is second." 

The computers will keep police safe by transmitting 
notices if help is needed at a crime scene, he said. Another 
bonus is that it will cut down on the number of police radio 
communications that criminals can intercept. 

Data General, 
Cedalion Education 
Address IT 
Skills Gap 

D
ata General's Open Systems Training business unit 
and Cedalion Education, Inc. have formed a strategic 
alliance in which Cedalion becomes the only re

seller in the Carolinas for DG's LearnEdge Knowledge Man
agement System. LearnEdge software application provides 
training management and skills management functionality. 

Cedalion Education will also provide its Technology 
CrossTraining program, a knowledge management and 
training methodology, to Data General. In turn, DG will re
sell the Technology CrossTraining services to its customers. 
Additionally, Cedalion will resell DG computer-based 
training (CBT) products and instructor-led courseware for 
advanced inter-operable networks. 

DGfOCUS 5 
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The Technology CrossTraining 
program uses an innovative method
ology for capturing critical technical 
skills information. This information 
identifies client companies' IT skills 
gaps, skills inventories and key indi
cators for Return on Investment (ROI) 
purposes. Data General's LearnEdge 
product automates internal training 

and reporting processes and provides 
valuable management information for 
improving employee productivity and 
controlling costs. 

With LearnEdge, management can 
see a complete view of the current 
skills profile of their organization, an
alyze any skill gaps, and construct a 
plan of action to meet strategic busi-

The COBOL Expens 
The "ONLY Intergrated TOTAL Solution" provider 

For COBOL Organizations 

UNIQUE! 
Link from 

Migration to 
Development 

to Open Sy tern : 
.:. Fa t, Proven, CostJEffective! 
.:. Protects your COBOL application 

inve tment! 
.:. Customizable and Extensible 

tools make the difference! 
.:. Guaranteed re ults! 
.:. Fixed price! 

"We e lected EasiRun after an 
exten ive earch. They offered a 
unique approach to olving our 
migration need " Ed Moyer, 
Champion Auto Store . 

Tools for Open Sy terns * Inteerated Repository * On-Line, Batch, Update Proeram 
Generator * Increased Productivity * GUI 

Whatever your needs, 
we have the Solution! 

* Client/Server * Deployment to Text, GUI, or Mix 
of terminal 

EasiRun USA, Inc. 
7086 Corporate Way 
Dayton, OH 45459-8921 
USA 
Tel: (937) 438-5553 
Fax: (937) 438-5377 

ness initiatives. Individual contribu
tors are given access to software 
functions to take control of their 
skills development plans. 

LearnEdge pricing is based on 
the selection of user license levels 
and related services, such as con
sulting, installation and implemen
tation. 

Department 
of Labor 
Installs AV 
Illlage 

The Department of Labor's Fed
eral Employment Compensa
tion Division has completed 

the deployment of Data General's 
A V Image software. A V Image will 
automate the processing of thou
sands of government employee 
workers' compensation claims and 
medical bills every week. 

The $1.5 million dollar A V 
Image system, jointly integrated by 
Computer Data Systems Inc. (CDSI) 
of Rockville, MD and Panacea Con
sulting of Vienna, VA, is being used 
at 14 sites across the U.S. The cus
tomized system was fully deployed 
in only seven and a half months 
from initial procurement. 

The A V Image system scans 
30,000 pages per day, making image 
information available immediately 
from PCs throughout the FEC offices. 
As a result, claim examiners can 
handle requests involving these im
aged cases in a fraction of the time 
previously required. FEC, a division 
within the Department of Labor's 
Employment Standards Administra
tion, Office of Workers' Compensa
tion, completely supports AV 
Image's "paperless office" concept 
and hopes to expand the system to 
other areas. 

In addition to claims process
ing, FEC uses the A V Image system 
to scan thousands of medical bills 
each week. Under the new system, if 
a medical bill needs to be referenced 
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enced from any district office, it is 
available on-line from the central 
database located in Washington, D.C. 
in less than 30 seconds. Related bills 
are available with the click of a 
mouse. 

The 100-user imaging system 
runs AV Image on Data General's 
A ViiON Unix servers and CLARiiON 
disk array storage units and is con
nected to 20 Kodak high-speed scan
ners and Hewlett Packard high speed 
printers supplied and supported by 
Data General. The system is in pro
duction at each of the 12 FEC district 
offices in the U.S. and is centrally 
managed in Washington, DC. 

CLARiiON 
Picked. 
For FCR300 
Broadcast 
Video Server 
Storage 
Solution 

ASC Audio Video Corpora
tion, a wholly-owned sub
sidiary of Leitch Technology 

Corporation, is utilizing the CLARi
iON FC5000 Fibre Channel disk 
array as the disk drive subsystem for 
its FCR300 Broadcast Video Server. 
The FCR300 couples high band
width CLARiiON Fibre Channel 
disk arrays with RAIDsoft, ASC's ex
clusive Windows NT-based software 
RAID technology, to provide a mod
ular, reliable storage solution for 
next generation digital broadcast fa
cilities. 

The technology offering in
cludes such features as multiple par
ity and "hot stand-by" drives to pro
tect against disk drive failures , data 
loss, and data corruption. Up to ten 
FC5000 arrays can reside on a Fibre 
Channel arbitrated loop (FC-AL), re
sulting in a single "virtual RAID 

IN GENERAL 

array" of one terabyte of online dig
ital storage. Broadcast networks and 
television stations worldwide can 
use ASC video servers to replace 
maintenance-intensive Video Tape 
Recorders and cart machines , 
resulting in reduced maintenance 
costs , improved productivity, and 
increased reliability. 

DG, 
ASI/MRK 
Provide 
SAP's 
Solutions 

ASIIMRK Technologies, Ltd. 
and Data General will 
deliver total SAP R/ 3 

solutions to the mid-sized commer
cial and manufacturing markets . 

ASIIMRK Technologies , Ltd. , 
as a SAP AG-designated Certified 
Business Solution (CBS) Provider, 
is a reseller of R/3 software as well 
as an implementer of the R/3 total 
business solution application suite. 
Data General will provide servers, 
storage systems and complementary 
professional services for the R/3 
environment. 

ASI/MRK Technologies , Ltd . 
has agreed to become a Commercial 
Systems Integrator with DG . 
ASI/MRK will market and sell 
A ViiON enterprise servers running 
Windows NT and its Open CLARi
iON line of fault tolerant storage 
solutions . The alliance also in
cludes a marketing and sales pro
gram between Accelerated Systems 
Integration (ASI), the portion of 
ASIIMRK which resells the R/ 3 
license, and Data General. 

ASI is one of just sixteen SAP 
Certified Business Solutions 
Providers (CBS) in the United 
States and Canada. With an impres
sive list of customers , ASI was 
named the number one SAP reseller 
for 1997. 6. 
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Year 2000 Compliant! 

Cross-platform development 
& deployment tools for 
Windows NT & 95 and 

leading versions of UNIX 

Synergy/DPM 
Professional Series 

Visual tools for business 
application developers 

INTERSOL V PVCS Series ™ 
SCM tools on 20+ platforms 

SYNERGEX 
Take PaT! In Cftaling Success 

Solutions. Training. Consulting 

Call : 800·366·3472 
Email: info@synergex.com 

www.synergex.com 

R&D 
Computers, 
Inc. 

6767 Peachtree Ind. Blvd .• Ste C 
Norcross. GA 30092 

Phone: 770-416-0103 
Fax: 770-416-0155 

New /Used Equipment 

AViiON 
CLARiiON 
Memory 

Disk 

CRT's 
Printers 

Depot Repair Programs 

We Buy Surplus Equipment! 

Please call for all pricing! 

Web Site: http://www.randdcomp.com 
E-mail: randdcomp@aol.com 
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DNS configuration 

~
I want to setup DNS on one of 

• our DG's so I can configure 
our PC's to query the box for the 
different systems we have. How do I 
give it a domain name that will not 
be the actual machine host name? Is 
there a white paper on basic DNS 
configuration, or a good, inexpen
sive book? 

R. I've found the information in 
• the DG/UX documentation to 

be thorough in the explanation and 
setup of the DNS. It's in section 5-
Configuring and Using the Domain 
Name System. Others have referred 
me to the Linux cook-book solution 
at: www.netmeg.net/faq/comput
ersl osl unix/linux/howtol dns-howto 

R. A good read is the O'Reilly Lo
. cust book DNS and BIND. It 

has nice insight into DNS setups 

Mail Server Set-Up 

g. 1 have the AV4900(ix386se
. ries) and DG/UX R4.11MU04, 

an I plan to set it to mail server. 
Where can I find how to set it up? 

R . A white paper in the section of 
. DG/UX called "Sendmail fun

damentals" explains how to set up a 
mail server. 

Xntpd Time Daemon 

Q. We want to set up our client's 
• systems to use the xntpd dae

mon to synchronize time. Time is 
critical in our hospital environment 
especially in billing. I checked the 
man pages, but they are not very 
clear. Where can I obtain more in
formation to clarify the man pages? 

R. I have never used NTP but in 
. my CDROM Doc under TCP/IP 

8 TUNE 1998 

Manager-DG/UX TCPIIP Network, 
page 3-36 , there is information on 
Managing NTP and how to set it up . 

R. A NTP client can be set up 
• through sysadm: 

networking -> tcp/ip -> daemons& 
protocols -> ntp 

Of course, you must know the ad
dress of at least one NTP server 
(reachable through the network). A 
list of servers is available at: 

http://www.eecis. udel.edul -mills/nt 
p/servers.html 

Add it (-> manage ntp servers). Then 
start the daemon (-> start). 

"Nobody" in letdpasswd 

g. Can someone tell me the pur
• pose of the "nobody' account 

in etc/passwd. It doesn't own any 
files. It is supposedly used for un
privileged operations-could some
one give me an example? Also, on 
one of my systems the uid/gid are 
negative values. 

R. The only software that I know 
• of that used the nobody account 

was NCSA's httpd server software. It 
somehow used that profile when 
spawning its server processes. Possi
bly Apache's server software does 
the same. I have nuked the software 
from our system so I don't have the 
readme for an explanation of how or 
why it was used . 

R. The nobody user can also be 
• used by some NFS client soft

ware. We have such an NFS client on 
PCs and it works only with the user 
nobody. It does not need a password. 
If you don't care for the security 
problems, better keep it on your ma
chine. 

R . Tust to put this question to 
. rest: According to Essential 

System Administration by O'Reilly 
& Associates: 

"Nobody: Account used by the NFS 
product. As defined on BSD sys
tems, it traditionally has the UID-2, 
which usually appears in the pass
word file as 65534 (Uills are of the 
unsigned data type). Under VA , 
this account's UID is defined as 
60001, and some systems include 
both of them. On other systems, no
body's UID is 65535 (-1)." 

Proxy server 

Q. Can anyone recommend a 
. proxy server/firewall that 

runs under DG/UX? 

R. check with Raptor systems. 
• They supported DGIUX when 

we spoke with them a year ago. 
They are considered a good firewall 
vendor, but I can't speak from per
sonal experience. 

R. Thanks, I'll take a look. I will 
. also try to shake loose an old 

486, load Linux on it, and see if I 
can go that route . 

Sar 

g. I found a problem on DG/UX 
. R4.11MU03 generic AViiON 

mc 811 0. When I run command 
sar , it shows "sar:Can't open 
lusrl adml sal sa23 (today: 3/2 3/98). " 
But I can run sar -0 temp 60 10. 
What do I need set to run sar or 
nsar commands? 

R. You need to start the account
. ing packages. Go to the 

sysadm menu, then option #) Sys
tem, then option 2) Accounting. 
then 1) Start. Once you've done this 
look at your crontab (crontab -J). 



the jobs are usually added in on the 
bottom and are noted. This will start 
building the history files for you. 

R. The other thing you can do is 
• specify the number of snapshots 

you want and the time interval. It 
will report what it is seeing now 
without having the accounting run
ning: 

$ sar x y (x=time interval in seconds, 
y=numer of snaps) 

Inactive and Dormant Accounts 

Q. I need some help. I am search
• ing for ideas on how to identify 

inactive and dormant login-accounts 
on my DC machines . I have two 
A V5900 's running 4.11MU03 and one 
A V3000 running 4.20MUOl. I am ex
pecting an A V20000 this week. In a 
few weeks, I will have all machines 
running 4.20MU01 or hopefully 
4.20MU02. My problem is that the 
previous administrator didn ' t have 
anything in place to monitor/control 
inactive and dormant accounts. As a 
result, I had an /etc/passwd file with 
about 1400 accounts. 

First, I let my /var/adm/wtmpx 
file grow for a period of 30 days . 
Then I ran a straightforward script to 
verify active accounts against my 
/etc/passwd file and spit out the re
sulting entries in my /etc/passwd file 
that weren 't in the /var/adm/wtmpx 
file. This gave me a list of around 400 
/etc/passwd file entries not in use. 
My questions are these: 

1) Some flavors of Unix allow you to 
do a "passwd -I" to lock an account 
(effectively "star-ing" out the pass
word field in the /etc/passwd file 
entry.) I know you can't do this with 
the "passwd" command or "yppass
wd." I am running NIS on DG/UX, 
but does anyone know how to 
achieve this kind of functionality 
with nclUx ? Please tell me it is pos
sible somehow. Currently I get a list 
of login-id 's and lock the account by 
using "vipw" and manually edit the 
password field and put a "* " in its 
place. Once I am finished, I cd to the 
/etc/yp directory and do a "make 
passwd" to get the NIS password map 
pushed out to the NIS clients. If no-
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body complains for a week or so, then 
I delete the accounts entirely. 
2) Is there a way to automatically have 
an account locked if it hasn ' t been 
used for 30 days? I'm guessing that 
there must be a setting within /etc/de
fault/defadduser or /etc/defaultllogin 
for the admuser command to use dur
ing the initial creation of a login ac
count. 
3) Is there a way to modify the active 
accounts on my systems so that it has 

the "inactive" rule applied to them. 
Perhaps by running some kind of ad
muser -0 modify script or something? 

Any help would be appreciated. 
The Support Center keeps telling me 
to turn on password aging. I don 't see 
how that helps me out. I plan to put 
password aging in place once I get 
converted over to the A V20000 in the 
next couple of weeks, but I am look
ing for ideas on how to implement a 

We are pleased to announce EMU/470 Version 6.0 
with total DG/VT Emulation for Windows 95, 3.1 & NT. 
• True Windows look and feel 

• Complete emulation of all OG 
Dasher Terminals (0470C, 
0430C, 0463, 0217, etc.) 
including color and graphics 

• Complete VT100 and VT320 
emulation 

• Includes file transfer software. 

• Network ready (TCP/IP, 
WINSOCK, and others) 

• UNIX mode and Tektronix 
emulation 

• Macro Keys and Script Files 
• Complete Printer Support 

Rhintek products span the entire Dasher Terminal line. 
• Priced from $95 to $249. 

Competitive Upgrade to 
EMU/470 v6.o for $99 
Offer lim~ed to new clients. 1 st copy only. 

• EMU/220 for DG2xx: compact, fast, DOS. 
• EMU/470 for DG 4xx: complete and powerful. 

• RhinoCom for OS/2 users. 
VISA and MC accepted. Volume discounts. 

www.rhintek.com or CompuServe (GO RHINTEK) 
e-mail: heeth@rhintek.com 

Unlimited free technical support at 410-730-2575. 

EAAU/410 Clll!ll!!!h DG Color Graphics Terminal 
Emulation for IBM Micros 800-234-4546 



REPAIR, SERVICE, UPGRADE 

•• Data General 
BUY SELL LEASE RENT 

800-999-4NPA 
780 Chadbourne Road, Suite A 

Fairfield, CA 94585 
Fax (707) 427-1234 
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IIV/II6OO WI32MB .............. .... $1.900 
1IV/1_ SYSTEM ......... ......... $950 
IIV/1_ MOD 20/M00 10 .. $9001$500 

COMMUNICAnONS 
741. VDA 255 ........................ .. $600 
411. CS2000 TERMSERVER ........ $400 
7419 VME 16 CLUSTER .......... .... $600 
46198 PORT TRANSCEIVER ........ $300 
4608 TERMSERVER RS·232 ........ $225 
4626·C LAC·32 RS·232 ........... .. . $750 
4623 IAC·24 WITC8 .................. $175 
4827 ILC II ..... ...... ..... '" ....... $2.200 
45861TC 128 ................. ••• .... $1 .450 
7405 VME LAN CONTROLLER ...... $250 
4532·A ILC '" ......................... $550 
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IAC·16.IAC·8.ISC·2 ........... .. ..... $100 
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7037 32MB MEM AV85 .• .. ........ $1 ,200 
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MV/15000/20000 32M8 ....... .. ... .. $500 
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policy for getting rid of inactive accounts. 
By the way. letting my Ivar/adm/wtmpx file grow isn 't 

a solution because I don't have a large enough Ivar file-sys
tem to accommodate that kind of growth. The one time I did 
it, I had my Ivar file-system up to around 75 percent full by 
the 30th day. 

R. The command usermod has an option that looks 
• promising-f inactivity. I assume that the manual 

(R4.llMU04) is incorrect because it seems to suggest that it 
will do the opposite to anything useful . I haven 't tried it but 
it probably will do. 

Problem of send mail 8.8.8 

g. A few weeks ago. our ISP stopped the mail relay ser
• vice for sendmail 8.6 because it broadcast a spam 

mai . They recommended to use send mail 8.8.8 . We re
ceived a source of sendmail 8.8.8 for DG/UX from sendmail 
home pages. I could compile the source of sendmail 8.8.8 
and made "sendmail.cf" for DG/UX but we have a problem 
on the new sendmail. It hangs local mail and sendmail. 
Please let me know of a solution. If there are other sugges
tions for dealing with sparn. please let me know also. 

R . I·ve just brought up sendmail 8.8.8 on DGUX 
. 411MU04 88K . We had someone relaying spam 

through the system. I've got anti-relaying working. The only 
additional problem I ran into is that we were running 
"smtp" as our daemon. This doesn't seem to work anymore 
so I now run sendmail -bd instead (in letc/tcpip.pararns). If 
you would like I'll send you my sendmail.cf file with the 
anti-relay rules (I directly modified sendmail.cf). 

Date Synchronization 

g. We have five AViiONs that cannot keep in time with 
• each other. I have been told that you can synchronize 

mac ines against each other. nominating one as the "mas
ter." But the person who told me doesn 't know how it's 
done. Can anyone help? 

R. I have not done it myself but what you are looking for 
• is ntp. there is some information via the man page for 

admntp. 

R. DG supplies xntpd with its O/S distribution. Do a man 
• -k ntp to see five man pages related to ntp. It·s simple 

to setup. We have more than 60 A Vi iONS synchronized. 

CLARiiON ReadIWrite 

Q. Are there any white papers about the CLARiiON 
. read/write cache? I'm interested in tuning our 20 slot 

and want to know how the CLARiiON memory works in 
conjunction with system memory. 

R. Try the CLARiiON home pages-www.clariion.com. · ~ 
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NEWS AND PRODUCTS 

• Year 2000 Tool Suite 
ADAPT-PC/2000 is a new suite of impact analysis tools for 
personal computers . The program searches databases , 
spreadsheets and other file types , identifying any data that 
appears to contain dates that are not Year 2000 compliant. 
NeoMedia Technologies, www.neom.com/y2k. 

• Web-based Training for Web Developers 
Publisher O'Reilly & Associates has joined with Digital Edu
cation Systems to produce training programs in Web devel
opment based on O'Reilly 's books and accessible on the 
World Wide Web. The program offers entry-level and ad
vanced courses in Web publishing and design, Web applica
tions , Java and databases. A demo course is available at 
training. oreilly. com and www.digitalcreators.com/preview. 

• WMS Interface for SAP Rl3 
The Catalyst Warehouse Management System (WMS) and 
SAP R/3 have been certified under the SAP Complementary 
Software Program. This interface was developed to better 
service clients with sophisticated distribution center opera
tions. Catalyst is certified utilizing a new interface designed 
to support these best of breed applications and will be rec
ognized as a Certified Interface Partner. Catalyst Interna
tional www.catalystwms.com. 

• Delivery Chain Management 
Going Supply Chain Management one better, Delivery 
Chain Management (DCM) is a new strategy that concen
trates on all points where the customer is "touched," help
ing companies increase competitive advantage through cus
tomer interactions as well as supplier relations. Per-Se 
Technologies has developed a DCM package of applica
tions , technology consulting and technology skills to maxi
mize customer interaction. Per-Se Technologies, 781-684-
0770. 

• Browser Wars: Ease of Use, Security 
Main Concerns 

In the Web browser wars , those developers with the most 
user-friendly products will have a decided edge, according 
to a recent survey by RBI Consulting. Of the chief informa
tion officers polled, 34 percent said the most important fac-
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tor when choosing a browser for their companies is ease of 
use for employees. Security was the most pressing concern 
for 20 percent of the respondents. 

• Blacksmith Pathway to Oracle 
Blacksmith Pathway to Oracle is now available for Oracle 8 
on Windows NT and Unix platforms. Pathway solves the 
problem of connecting with or migrating to a relational data
base management system like Oracle . It eliminates the 
ODBC layer and maximizes Oracle's preferred communica
tion interface. Blacksmith Corporation, 805-641-1400. 

• Easy Code Coverage Measurement 
Bullseye Testing Technology has released C-Cover 4.0 for 
Windows NT and Windows, a full-featured code coverage 
analyzer for C++ and C. A new graphical coverage viewer 
gives developers and testers a hassle-free way to find untest
ed code. Bullseye Testing Technology, www.bullseye.com. 

• Printing with Windows NT 
UniQue Print NT is the first single screen, server strength 
print spooling software package for Windows NT. Any 
printer, local or network, can be connected for use. Network 
printers need not be configured in Windows NT to be acces
sible from UniQue Print. By using a Java applet, users can 
monitor and control print jobs from any platform and even 
over the Internet. LBM Systems Corporation, www.LBM
Sys.com. 

• Do Back-ups with Ease 
Second Copy 97 makes it easy and painless to back-up your 
critical Windows 95 and Windows NT files . With a "set it 
and forget it" approach to safety and security, Second Copy 
works in the background to protect your valuable data files. 
Centered Systems, www.centered.com. 

• Surveys via the Web 
InstantSurvey is a new online business application for de
signing and conducting questionnaire-based surveys . In
stantSurvey helps professionals quickly gather data and 
feedback from respondents to guide decision making and in
fluence improvements to customer and employee satisfac
tion. NetReflector LLC, www.instantsurvey.com. !:1 
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Waiting for the Tem est 
In Computer Techno ogy 

Things may seem slow 

now- but just wait. 

by David Novy, Special to DGFOCUS 

I t seems rather easy to be lulled into a sense that not much is happening in the computer technol
ogy world at this time, but don't be deceived by the apparent calm. There are several projects un
derway that could turn the computer industry on its ear by the millennium: 

12 

National rlans to rut a r~ on a ~hip 
National Semiconductor recently announced 

plans to put a PC system on a single chip 
by mid-1999. The chip will replace a dozen 
or more separate chips usually found in to

day's PC's. The chips will initially be 
built with 0.25-micron technology. 

(The same size used on the recently re
leased 333 MHz Intel Pentium IT chips.) 
National believes that the process tech

nology can be further scaled down to 
0.18-micron. National believes it has the 

capacity to produce in excess of 10 million 
chips a year and it can also draw on several 

foundry partners for additional capacity. 
National has already begun to define a ver

sion of the chip for major PC and information appliance 
vendors. Versions are also in the works for both the desktop 

and the notebook market. This chip could be very useful in the note
book market where the planned low power drain of the highly-integrat

ed chip could extend battery life for portable users. 
What r find intriguing about this announcement is not this chip's 

potential for use in desktop or notebook computers, but in its 
yet to be determined potential. If you have a PC on a chip, it be

comes very easy to make it part of a car's dashboard, a flat panel dis
play, or a black box. In effect, the PC becomes invisible in our every day 

lives, in a way similar to an electric motor. We use electric motors all day long, but 
we only consider the devices they are used in, not the motors themselves. 

Intel Debuts the MObile rentium II ~hip 
Intel announced its entry into the mobile systems market with a mobile version of its Pentium IT 
Deschutes chip. The chip uses 0.25-micron technology and will have internal operating frequencies 
of 233 and 266 MHz. Intel expects that the mobile Pentium IT will be on the shelves this quarter 
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and that by year end more than 50 percent of Intel's mobile 
system IC output will be Pentium II's. 

Along with the mobile chip announcement, Intel dis
cu ed the mobile 440BX chipset. The 440BX chipset will 
support a 100 MHz system clock. I've read about the BX 
chipset and I've decided not to lose sleep awaiting its arrival. 
It will not work with FPO or EDO memory. It will need 
SDRAM to be able to function and the SDRAM, which can 
support 100 MHz, will not be available in quantity until the 
end of this year at the earliest. Until then I will make do with 
my 300 MHz Pentium II which meets my needs most of the 
time. 

The ImpenJin9 Battle of the ~ockets 
anJ the ~/ots 
Until the BX chipset conquers the world, an interesting strug
gle for microprocessor market share looms on the horizon. 
Intel is pushing the market to adopt its patented Slot 1 bus 
configuration. The Slot 1 supports the Pentium II. However, 
competitors such as AMD, Cyrix, and IDT are trying to ex
pand the capability of the non-patented Socket 7 bus to 100 
MHz. The Socket 7 bus was developed for the Intel Pentium 
architecture. Discussing the pros and cons of a Slot 1 bus ver
sus a 100 MHz Socket 7 bus is complex. In terms of one's wal
let, however, a 100 MHz Slot 1 architecture is very lucrative to 
a large part of the PC market. If you are a power user or you 
have a multi-CPU system, then a Slot 1 system is superior. 
However, if you want the most bang for your buck and you 
don't need the fastest machine on the block, then the enhance
ments to the Socket 7 bus architecture, combined with up
coming enhancements to the AMD and Cyrix product line, 
may be very appealing. 

NefJoniC 
If you are a frequent user of the Web without access to a T-l 
connection, then you should check out NetSonic at 
www.web3000.com. NetSonic is a browser accelerator that 
takes advantage of the fact that people tend to visit their fa
vorite sites. NetSonic captures the images on the Web sites 
that you visit, so the next time you visit a site, the images can 
be loaded locally instead of over the Web. The production 
version of the software should cost about $30. However, you 
can download a trial version of the software from 
www.web3000.com. The trial version of the software only 
supports Windows 95. However, an NT version of the soft
ware should be available in the near future. 

V\finframe anJ RlA 
I have been testing a combination of Citrix WinFrame and 
RLA. RLA is a feature of Windows NT server which allows 
you to connect from home to the LAN network where you 
work via an analog modem or an ISDN line. It is useful tool, 
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but if you combine RLA access with Citrix WinFrame you will 
have an unbelievably powerful tool. You will not only have 
access to the disk drives on your corporate file servers, you 
will have multi-user acces to the application on the corpo
rate WinFrame servers as well. If you make a connection to a 
corporate WinFrame server and run a web browser such as 
Netscape, you can have access to the Web with the capability 
of printing to printers attached to your home computer and 
the ability to download information to local disk drives as 
well. 

I made frequent use of my WinFrame connection as I 
wrote this article in the comfort of my home. I am connected 
to a corporate WinFrame server by means of a 33.6 modem 
connection. I use the connection to check out information 
sources over the Internet. If necessary, I can use the same ap
plications that I have access to at work. My Internet response 
time is sluggish compared to what I have at work, but it is ade
quate for my needs. It sure beats having to pay for Internet ser
vice to my home or having to go to work on a cold winter's 
night for Internet access. tl 

David Novy is a technical computer specialist with 3M in St. 
Paul, Minnesota, and a longtime NADGUG member. 
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NT SYSTEM MANAGEMENT 

DG's NTerprise manager keeps 
Windows NT server systems 

alive and well 
The first of two articles on DC's server management solutions. 

by Michael Selissen, 
Special to DGFOCUS 

Today nearly all hardware 
vendors include manage
ment software with their 

server products. Server manage
ment fits into the part of the Sys
tems and Network Management 
spectrum designed to monitor the 
general health and performance of 
the server and its peripherals. As 
enterprises extend access to their 
systems across a broader range of 
users, including customers, suppliers 
and business partners, even the tempo-
rary loss of a single server could substantially 
impact availability of information, productivity and rev
enue. Administrators need to stay on top of any condi
tions that might degrade into limited or lost access to their 
servers. 

Server management products help administrators 
avoid unanticipated downtime by continually measuring 
system performance statistics, monitoring for error condi
tions and managing configuration information. Many also 
include diagnostic features that help bring a failed system 
back online, even from a remote management console. 

But as hardware reliability continues to improve, and 
becomes less of a factor in overall system availability, at
tention must be given to other components also likely to 
cause a failure or decrease in performance-system soft
ware , applications, configuration errors and runaway re
source consumption. 

NTerprise Manager is Data General's management 
product for servers running Windows NT . It combines 
DG's NTAlert with Hewlett-Packard's Open View ManageX 
(recently acquired from NuView Inc.). NTerprise Manager 
monitors the performance and status of NT server hard
ware and software while letting administrators manage the 
process from a central console. Additionally , NTerprise 
Manager automatically notifies DG's Customer Support 
Center (CSC) upon detection of hardware error conditions 
or errors reported by system software. 
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CSC. 

Using NT Alert and Open View 
ManageX in concert, a system 

administrator can: 
· Create and distribute perfor

mance and logging policies that 
monitor the operating system, 

databases and applications. 
• View which applications or 
servers are consuming the most 
resources. 
· Graph system and application 
performance statistics. 
• Manage event notifications. 

• View an AViiON server's hard
ware and software inventory. 

• Report a server's inventory to the 

• Monitor hardware error logs and environmental sta-
tus. 
• Report system component failures to administrators 
and the CSC. 

NTerprise Manager enhances A ViiON server admin
istration in many ways. It manages system, database and 
application software as well as server hardware. DG's 
24-hour remote assistance automatically transmits con
figuration, diagnostic and error information to the CSC. 
NTerprise Manager integrates with any SNMP-based 
management console. A scalable and predictive server 
management product , NTerprise Manager prevents 
unanticipated downtime. 

NTAlert 
NT Alert continually monitors A ViiON servers for changes 
in the system's configuration and for indications of system 
faults or error conditions. When any of these events occur, 
NTAlert automatically contacts DG's CSC and transmits the 
relevant information. This automatic action is referred to as 
machine-initiated callout (MI-callout). Each time an MI
callout is generated, NT Alert also sends a notification mes
sage to the ManageX message console. 



Configuration 
Management 
NTAlert configuration management 
scans the contents of a server's hard
ware and system software, then uses MI
callout to report this inventory to the 
CSC. The inventory is stored in a 
database and helps CSC engineers 
identify problems. The scanning oper
ation occurs each time the server re
boots and periodically when the serv
er is running. It can also be initiated 
on demand via the NT Alert configura
tion utility. The time period between 
automatic scans can be set using the 
configuration utility as well. Invento
ry is reported once to the CSC when 
NT Alert is first installed on the server 
and after that only when the scan de
tects any changes. 

Fault 
Management 
NT Alert 's fault management monitors 
the server for various hardware and 
software errors. Specifically, it reads 
the NT Event Log for occurrences of 
error messages and reports these er
rors to DG using MI-callout. The CSC 
software receiving the fault-based MI
callout automatically generates a 
problem report and dispatches it to a 
CSC engineer. 

NT Alert is configured by con
structing threshold filters that contain 
event IDs , event count and event in
terval. The count and interval act as a 
throttling mechanism to prevent re
peated MI-callouts for the same event 
message. 

NT Alert ships with several de
fault threshold filters ready to gener
ate MI-callouts for severe errors de
tected in the operating system, device 
drivers and the hardware. Some of the 
hardware faults that NT Alert detects 
include ECC parity errors , POST fail
ures , bus timeouts , and environment
related conditions such as power sup
ply outages and cabinet overheating. 

In addition, NTAlert can report 
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errors and faults associated with 
CLARiiON arrays with the assistance 
of two additional pieces of software -
the CLARiiON Agent for ArrayGUIde 
and the ClarEvent Monitor. ClarEvent 
Monitor scans the CLARiiON log for 
errors and puts these errors in the NT 
Event Log. 

Calling Paths 
Each MI-callout generated by NTAlert 
follows a specified calling path. The 
path can be either through a modem 
accessible to the server, or through a 
LAN connection to a secondary server 
that makes the call using its modem. 
So, only one AViiON server with ac
cess to a modem is required to be on 
the network. 

NTAlert will try up to three indi
vidual calling paths . If the first path 
fails , for example because the modem 
cannot connect, NT Alert tries the sec
ond path, followed by the third if nec
essary. Any combination of modem 
and LAN paths may be configured for 
each AViiON server. 

OpenView ManageX 
HP Open View ManageX is a scalable 
server management product, designed 
specifically for the distributed Windows 
NT environment, and consists of two re
lated applications. The ManageX Man
agement Console (MXMC) is the inter
face used to view events and manage 
servers across NT domains. The Man
ageX Monitor is used to collect and view 
real time performance data and to create 
performance-logging policies. 

Management 
Console 
ManageX conforms to the Microsoft 
Management Console (MMC) specifi
cation. MMC is Microsoft 's new gen
eration user interface framework for 
management tools . It acts as an inte
gration point for "Snap-In" modules 
that provide management functionali-

ty. The MXMC implements MMC , 
then extends the architecture with a 
"one-to-many" model that enables a 
system administrator to simultane
ously manage multiple systems. 

The console 's Snap-In Manager 
lets a system administrator build cus
tom management views that include 
only selected Snap-Ins. After adding 
Snap-Ins to the MXMC, the adminis
trator can save the management view 
in a .nmc document. Together with 
the virtual domain feature and event 
console configuration, several views 
can be created that are tailored to 
meet the specific needs of individual 
administrators. 

The Command Queue lets an ad
ministrator view the status of any out
standing commands. When a single 
command, for example "Install Smart 
Broker," is issued against multiple 
servers , the queue shows one com
mand entry for each server. The 
queue also displays any commands 
that failed , including the reason for 
the failure . A "Retry" feature allows 
any failed command to be resubmit
ted. 

To support large numbers of NT 
systems that are distributed either ge
ographically or organizationally , 
ManageX includes a Message Routing 
feature . Routes, which are construct
ed based on message content, ensure 
that event messages follow a pre
scribed path from the originating 
managed systems to the appropriate 
MXMC. Routes can also be used to 
forward copies of messages from one 
MXMC to another. 

Auto-Discovery 
and Domains 
Both the MXMC and the Monitor dis
playa Network Tree that lists the NT 
domains and systems on the network. 
By default , ManageX lists systems 
under the actual NT domain in which 
they appear and under pre-defined 
virtual domains . A virtual domain is 
populated according to filters that se
lect systems based on the software 
they are running . Virtual domains 
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ManageX Management Console 
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make it easier for an administrator to 
manage a group of similar machines 
with a single command. 

PROGRAMMER 

T he Dept. of Information Technology is 
seeking a qualified computer programmer 

for system development and maintenance 
work. Responsible for writing code from 
formal program pecifications, data descrip
tions and data flow diagrams. Duties include 
coding programs using Business Basic in a DG 
environment, Foxpro, and Visual Basic. 
Knowledge of personal computer and related 
oftware are a plus. Knowledge of Oracle, 

COBOL II, EZT +, SQL, CICS, jCL and other 
languages in a IBM mainframe or HP U IX 
environment are al 0 desirable. The ideal can
didate would have an entry level understanding 
of Public Safety operational functions includ
ing 911 Computer-Aided Dispatch and Police 
Records Management. Requires completion of 
a core curriculum for an Associates level major 
in computer programming, or related field and 
one year experience in computer program
ming. Salary range: $31 ,304-$44 ,304. 

For morc information about the position or 
environment call: 

Bill Hobgood, Project Leader, Public Safety Team 
(804) 780-5140 

For an application call (804) 780-5900 
For TIP assistance call 1-800-828- 1 120 

EOEiM/F/DIV 

A resume may accompany your application, but i 
not accepted in lieu of a fully completed ity of 

Richmond application. 

Snap-Ins 
When a Snap-In is activated in the 
MXMC, by clicking on its folder in 
the Snap-In List, its user-interface el
ement assumes control of the MXMC 
Results Pane, menus and toolbars. 
Each Snap-In provides a specific 
piece of management functionality. 
NTerprise Manager revision 2.0 in
cludes nine Snap-In modules: 

Administrative Tasks : A collection 
of commands used to control man
aged systems . The tasks let an ad
ministrator change a user 's pass
words , remove users , shut down or 
reboot a system and execute an arbi
trary Windows NT command. 

A Vii ON Information: Used to dis
play the hardware and system soft
ware configuration of a managed sys
tem. 

Console Message: Used to display 
event messages from managed sys
tems . This Snap-In is also used to 
configure message filters and auto
matic recovery actions. 

Event Log: Used to create and dis
tribute Event Log Policies that filter , 
consolidate and ac t on messages 
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Intelligence: 
Used to create, 
modify and de

ploy Intelli
gence Policies 

for system 
monitoring. 

The Snap-In 
provides di-

alogs and edit
ing capabilities 

that enable an administrator to cre
ate alerting thresholds and actions. 

Message-Routing: Used to setup 
routes for the distribution of mes
sages generated by managed sys
tems and to forward copies of mes
sages from a local Management 
Console. 

Performance Logging: Used to cre
ate , modify and deploy Logging 
Policies that capture performance 
data over time from managed sys
tems . The Snap-In provides di
alogs and editing capabilities that 
define which performance coun
ters to monitor. 

Smart Broker: Used to install, up
date and remove the Smart Broker 
process on managed systems. 

Smart Broker 
The Smart Broker runs on each 
managed system to help install 
and maintain the other ManageX 
components residing there. It in
stalls ManageX Functionality 
Modules and Policies from the 
MXMC without requiring an ad
ministrator to visit each managed 
system. The Smart Broker also pro-
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Fu~~~~~lity Description Related 
Policies 

Event Monitors the NT Event Log and acts as the Lights-Out Console. This service Event Policies 
Management and Lights-Out Policies 

also executes corrective actions when triggered by NT Event Log messages. 

Intelligence 
This service reads system performance data and compares it to thresholds 

Intelligence Policies defined in the Policies. It executes local corrective actions when monitoring 
thresholds are reached. 

Logging Automatically logs selected server performance parameters. Logging Policies 

Message 
Router 

Remote 
Execution 

SNMP 

vides information to the MXMC 
regarding the inventory, status, 
and version of each ManageX 
component. 

Functionality 
Modules 
and Policies 
Functionality Modules (FMs) are 
agents that carry out specific man
agement activities on the managed 
systems. Policies are rule-based 
scripts that customize the tasks 
carried out by many of the Func
tionality Modules. Policies specify 
parameters and actions thereby 
enabling the FMs to perform man
agement tasks independently 
without constantly communicat
ing with the MXMC. The table de
scribes the FMs included with 
ManageX and any associated Poli
cies. 

Upgrade Path 
A copy of NTerprise Manager 
comes with each AViiON Win
dows NT server. It contains 
NT Alert and a single-node version 
of ManageX that includes the 
Management Console, Monitor, 
and Snap-Ins that let an adminis
trator view A ViiON hardware con
figurations and create Intelligence 

DGFOCUS 17 

Routes event messages Message Routing 

to the Management Console(s). Policies 

Runs Windows NT commands 
on the managed systems. 

None 

Translates ManageX events None 
into SNMP traps. 

and Logging Policies. Users can 
upgrade to a multi-node version of 
the Management Console and Mon
itor. Other upgrades include pre
packaged Polices for monitoring 
the Windows NT environment and 
applications such as Microsoft 
Exchange, Microsoft SQL Server 

and Microsoft Internet Information 
Server. I:J. 

Michael Selissen is with Data Gener
al's NT Engineering Department, part of 
the AViiON Server Division. 
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ELECTRO IC COMMERCE 

Main Street 
Prop"rietor 

Cyber-sfiop keeper: 
An Introduction to Secure Electronic Commerce 

Taking the worry out of buying on the Web. 

by Tom Gutnick, Special to DGFOCUS 

As commerce moves to the Internet, businesses fret 
about safety issues, and many potential customers 
worry, "Is it really safe to send my credit card num

ber over the web?" Actually, I did something far more 
risky last night: I used my credit card in a restaurant, and I 
have no idea how many imprints the waiter made. This ar
ticle provides an introduction to electronic commerce, and 
then discusses security issues-the challenges, threats , and 
possible solutions. It will look at user authentication, en
cryption, digital signatures, and more. I could easily write 
several thousand words on each topic, but this bird 's-eye 
view will do for a start. Hopefully, by the end you 'll agree 
E-commerce is safe. . 

What is Electronic 
Commerce? 
E-commerce means different things to different people. I 
define it as using the Internet and Internet technologies to 
help an organization conduct business better. It is a very 
broad definition, and encompasses many areas , including: 

• Selling goods to customers over the World Wide Web. 
• Using Electronic Data Interchange (EDI) to process 
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transactions , such as purchase orders and invoices, with 
one's suppliers or customers. 
• Using Web-browser technology for better communi
cation within an organization (see my article on intranets 
in DGFocus, May 1997). 
• Providing customer service (order inquiry, technical 
support, etc.) using the World Wide Web. 

Why E-Commerce? 
For an organization without any E-commerce projects, 
the likely question is , "Why bother? Why do we need to 
move into Cyberspace?" I admit I'm biased-my group at 
Data General provides E-commerce solutions-but I think 
there are several compelling reasons (which are probably 
right out of a Business 101 textbook): 

• Improve efficiency and increase productivity: Pro
vide better service to your customers at an incremental 
cost. 
• Maintain competitive edge: If your competitors 
aren't using E-commerce, you have an extra advantage. If 
they are, you want to make sure they don 't have an ad
vantage against you! 
• Expand markets : Because the Internet spans the 
globe, you can reach new customers beyond your current 
geographical presence. 
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Threats: Security-Related Losses 

1~ External 
•• ha,kers, industrial espionage 

18~ Internal 

• Increase market 
share: By delivering 
better and increased 
service to customers, 
you can attract more 
customers. 

.• authoriIed users, privileged users 

31" Inadvertent error 

2~ Viruses 

'" Unknown 

• Your customers 
expect it! This may 
be the most com
pelling reason. You 

Not i nckJ ding n.tur .II disaster and lad< ofsystem .JIf.Hability 
Source: Inform"Uon Week I Ernst and Young I D at. General, October 1~6 

need to be where your customers ex
pect to find you. 

The last point was brought home 
to me recently while consulting for a 
company in the aggregates industry. 
Until I went there, I had no idea 
what aggregates are, but I learned 
that they run quarries and supply 
crushed rock for road and building 
construction. The company found it 
necessary to go on the Internet be
cause many of their potential cus
tomers search the World Wide Web 
to locate suppliers. Also, state high
way departments no longer 
mail out bid packets for con
struction jobs but instead post 
the information on their Web 
sites. I figure if a bunch of 
rock farmers need to be on the 
Internet, it's probably time for 
most of us. 

Some interesting statis
tics put this in perspective: 
between ED! and Web-based 
commerce, it is estimated that 
17 billion transactions will 
occur annually, within the 
next decade. (The greater por
tion of this is likely to be 
business-to-business transac
tions, rather than consumer 
purchasing.) In fact, the Yan
kee Group reported that $800 

million worth of consumer goods 
were sold over the Internet between 
Thanksgiving and New Year's Day 
this past year. And virtually all of 
this business is highly automated, 
with little human intervention re
quired. 

Why Worry About 
Security? 
Good security makes good business 
sense. There are legal reasons for 

Many Issues to Consider 

The Internet 

Take.allt Taxi 

good security: in the U.S., 
the Foreign Corrupt Prac
tices Act requires officers of 
publicly-held corporations 
to protect all corporate as
sets (of which information is 
often the most valuable). 
and various state and federal 
laws require all organiza
tions to maintain the confi
dentiality of employee data 

and even some customer information. 
Beyond that, security breaches can be 
expensive: lost productivity, lost com
petitive edge, and damage to institu
tional image are intangible costs that 
go along with lost business and ex
penses for recovery operations. 

But I don't want to scare you un
duly-at least, not too much. Figure 1 
shows where the threats really lie. 
Note that the hackers who make the 
front pages of our newspapers really 
constitute the least of our worries. 
Surveys also indicate that nearly every 

CyberCane 
outlet 

ocFO(US 

major US corporation 
has been victimized 
by computer crime, 
primarily by employ
ees. 

Basic 
Security 
Concerns 
forE-com
merce 
Figure 2 shows one 
E-commerce scenario, 
but it illustrates the 
kinds of issues that 
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Fastest development 

Coolest features 
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Private-Key or Symmetric 
Cryptography 

I Cleartext I 

I Ciphertext I 

En.,ypt lVith 
pnvllt. ".y 

lR crypt lVitll 
$/1m. k.y 

--I Ciphertext I 

--I Cleartext I 

Public-Key Cryptography 
we're han
dling. Ulti
mately, we 
have the fol
lowing con
cerns: 

• Availabili
ty: the systems, 
applications, 
and databases 
must be avail
able when 
needed. 
• Data in
tegrity: the as

I CI eart ext f 

I Ciphertext I 

surance that data is unaltered and 
correct. 
• Authentication: the assurance of 
a user's identity-this is analogous to 
the use of signatures outside of Cy
berspace. 
• Non-repudiation: third-party ver
ification of identity-in other words, 
being sure that a customer can't buy 
something, and then deny that he ini
tiated that transaction. 
• Confidentiality: the assurance of 
privacy. 

These concerns apply to all E-com
merce situations, irrespective of the 
platforms and protocols used. 

To ensure availability, a wide va
riety of techniques are required, in
cluding network firewalls (see my ar
ticles in DGFocus, June and July 
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Encrypt lVith 
Public kfY 
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--I Ciphertext I 

--I Cleartext I 

1996), careful and proper system 
administration, and a comprehen
sive site security policy underlying 
all security-related decisions. 

Encryption Does 
the Rest 
Underlying the solutions for data 
integrity, confidentiality, non-repu
diation, and authentication, is en
cryption. (For more detail on en
cryption, see my articles in Focus, 
June and July 1987.) I will give a 
quick summary. 

Much of the encryption used 
today is based on symmetric or sin
gle-key encryption algorithms. Ex
amples include the Data Encryp
tion Standard (DES) and the Inter-
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national Data Encryption Algorithm 
(IDEA). They are called symmetric 
algorithms because the same key is 
used to encrypt or decrypt a mes
sage (Figure 3). Although this 
sounds straight-forward, in practice 
key management becomes problem
atic. To send encrypted messages, I 
must make sure the recipient knows 
the key I'll be using-and we proba
bly need to change the key on a reg
ular basis. Obviously, we need to 
keep the key secret-otherwise, 
somebody else could read the mes
sage! If I exchange encrypted mes
sages with several different people, 
it becomes a challenge to distribute 
and keep track of all the different 
keys. 

Whitfield Diffie and Martin 
Hellman invented public-key cryp
tography in 1976 to solve key-man
agement issues. Public-key cryptog
raphy is asymmetric: keys are issued 
in pairs, with one key used to en
crypt a message and the other key to 
decrypt it (Figure 4). Typically, one 

used to decrypt the message. The 
RSA algorithm (named for inventors 
Ron Rivest, Adi Shamir, and Len 
Adleman) is the most widely-used 
today. Note that public key algo
rithms are generally 10-100 times 
slower than similar symmetric algo
rithms, which is significant even 
with today's faster processors. Thus, 
we tend to see hybrid public/private 
key systems: the public key algo
rithm is used to exchange a random 
session key, which is then used to 
negotiate a symmetric key for en
crypting the actual data transfer. 

Digital Signatures 
The use of asymmetric keys in pub
lic-key cryptography allows us to 
implement digital signatures. A digi
tal signature is analogous to your 
personal "John Hancock"-it is diffi
cult to forge, and provides a high de
gree of assurance in its origin. 

Figure 5 shows how it works. 
Let ' s assume 
that I need to 
send a secure 

Public-Key ~ Digital Signature message to my 
wife Mary 
(probably my 
secret recipe 

Message encryption with digital signature 

" .. ~~. 1 ~s>ge I 
. ~ digest 

'-----' 

Ei>oflfJ/,>iI/r 
To .. ·sptiv;he..y . ,... 

~DI--· 

. .. ,. for the ulti-

Message decryption with signature verification 

mate choco
late chip 
cookie). I look 
up her public 
key in the di
rectory, and 
use it to en
crypt the mes
sage. But be
fore I do that, 
I calculate a 
checksum of 

key will be deSignated the public 
key, which will be "published" in a 
directory and used by anybody 
sending its owner an encrypted 
message. The other, "private," key is 
known only to the owner, and is 

the message. 
There are, not surprisingly, many 
possible algorithms for this purpose 
also. One called MD5 is very com
mon. The nature of the checksum (or 
message digest) is such that chang
ing even one bit in the message will 
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cause the checksum to change great
ly. Now I take this checksum and en
crypt it using my private key (which, 
remember, is known only to me); 
this forms my signature. I append it 
to the encrypted message and send it 
on to Mary. 
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Figure 5.b shows what Mary 
does when she gets it. First, she 
decrypts the message using her 
private key. (Abb, cookies!) But 
she wants to be sure it's authen
tic. So she decrypts my signa
ture-since I encrypted it with 
my private key, she can decrypt it 
with my public key which is pub
lished in the directory. She ends 
up with the checksum of my orig
inal message. Then she calculates 
the checksum on the message she 
decrypted; if the two checksums 
match, the message must have 
been encrypted by me and no
body else, so it's genuine. 

If this sounds exotic, you 
should be aware that the banking 
industry has been relying on 
ANSI-standard digital signatures 
for years to guarantee the authen
ticity of electronic money trans
fers. 

Encryption 
and the World 
Wide Web 
Most of the information travel
ing across the Internet is not 
sensitive, but consumers are 
leery of having their credit card 
numbers floating around in Cy
berspace. The solution is to en
crypt them, using a symmetric 
or asymmetric encryption algo
rithm. This is where Secure 
Socket Layer Handshake Proto-

col (SSL) comes in. It's not an en
cryption scheme in itself. Rather, it 
allows a web browser and a web serv
er to negotiate which encryption al
gorithm will be used. Netscape Navi
gator and Internet Explorer display 
little icons (a key or a padlock) to 

show when the data stream is being 
encrypted. 

Although it is theoretically 
possible to crack any encrypted 
message, in practice the time and 
effort involved, compared to the po
tential gain, is generally prohibi
tive. But if you're the nervous type, 
remember that the more bits used 
for the encryption key, the more se
cure your message is. A 40-bit key 
is nearly worthless; a 56-bit key 
will protect you against a casual 
hacker but not against a government 
intelligence agency; and 128 bits is 
virtually impenetrable. 

Current Trends 
in Authentication 
Identification and authentication 
can be summarized as "Who are 
you? Prove it!" Transmitting clear
text (that is, unencrypted) pass
words over a network is risky, since 
they may be "sniffed," and reusable 
passwords are easily guessed. Bio
metrics (fingerprints, retinal 
patterns) are becoming increasingly 
viable and effective, but the neces
sary hardware imposes implemen
tation constraints in a widely-dis
tributed environment. One-time 
passwords (such as SecurID cards 
from Security Dynamics) and 
challenge-response systems (such 
as Bellcore's S/Key software and 
Racal's WatchWord hardware) are 
also effective, but are also difficult 
to implement widely. 

Consequently, the trend is to
wards using digital certificates. You 
can view digital certificates as cre
dentials to verify user identity: cer
tificates are digital documents that 
verify that a given public key really 
belongs to a given individual, and 
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is not a phony key from an impostor. 
Digital certificates have pro

gressed to the point where standards 
have been adopted. Many products 
now on the market incorporate ITU 
tandard X.509 v3 and ANSI standard 

X9 .30. Use of these certificates re
quires a Certificate Authority (CA) to 
provide appropriate management and 
authentication. Think of the CA as 
the Cyberspace equivalent of a notary 
public. Several companies provide 
the software tools to allow a company 
to function as its own certificate au
thority, while others (such as 

Verisign, and soon, possibly the U.S. 
Postal Service) provide the CA ser
vices. 

Secure Electronic 
Payment 
Initiatives 
Another issue for electronic com
merce is handling money: everybody 
wants to be paid. There are a number 
of digital cash systems slugging it out 
in the marketplace (including Digi-

Cash, CyberCash, First Virtual), and 
micro-payment systems for dealing 
with transactions of a few dollars or 
even a few cents (CyberCoin and 
Millicent). 

Perhaps the most important ini
tiative is the Secure Electronic Trans
action (SET) protocol. Visa developed 
it but MasterCard and American Ex
press are also participating now. Pilot 
tests are underway, and software 
products incorporating the protocol 
are beginning to ship. SET is a pay
ment protocol which protects con
sumers ' bankcard information. It en-
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INSID E ICOBOL 

by Tim Boyer, Special to 
DGFOCUS 

I t 's only been in 
the last year that I 
started paying at

tention to record 
locking the way I 
should. Call it lazi
ness on my part-I 
knew that we usu
ally had only one 
person in a file at a 
time, and the sys
tems I use were slow 
enough that locking 
never seemed much of 

But my company is 

• change , rewrites the 
record, and gets out 

of the program. Per-
son A, still looking 
at the record , de
cides the weight 
should be 49 
pounds instead of 
50, makes the 
change, rewrites 
the record, and 
gets out. Say 
goodbye to the 
price change! 

Here's why . 
The code we've all 

got looks something 
like this: a problem. ~ 

growing. Now I do have 
multiple users in the same 
files . I had to clean up my act 
and start locking records. My ef-

Our columnist discusses the importance and 

haz ards of locking files with ICOBOL. 

READ INVENTORY
ITEM-FILE RECORD. 

DISPLAY ITEM
DISPLAY -SCREEN. 

forts almost resulted in a real dis as- :'-. 
ter. 

I suppose the first question is , why lock 
it? The answer is to keep your data consistent. 
Consider this : Person A is in an item file change/inquire 
screen, looking at item MUD-47. Person B is Simultaneously 
in order entry, entering a thousand-tire order for MUD-47 . 
When B rewrites the item file to update the quantity com
mitted, A will be left in the dark. This can lead to the same 
item being sold multiple times. This situation can result in 
very unhappy customers . To have everyone reading the 
same numbers , Person B should read the record with lock, 
and Person A's program should check for a locked record. 

Unfortunately, in that case only one person can be 
changing the record. Some folks are going to get a screen that 
says "RECORD IN USE .. . PLEASE WAIT." If you've got 
people who wander away from their desks while in the mid
dle of a record, you may want to use the TIMEOUT construct 
to boot them out after a reasonable length of time. 

That's scenario one, and it is fairly harmless. Scenario 
two is a bit more dangerous. Imagine the same two folks ac
cessing the same item number. This time, they're both in the 
change/inquire screen. Person A looks at the MUD-47. While 
he's in the screen, Person B reads the same item number, de
cides the price should be $50 instead of $75 , makes the 
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PERFORM ANY -CHANGE
TO-ITEM. 

REWRITE INVENTORY
ITEM-RECORD. 

So person A has in memory an image of the record before 
any price change was made. When she does the rewrite, 
the old data gets moved to the record, and the changed 
price gets changed right back again. No errors , no warn
ings-all that 's left is person B saying, "I know I made 
that change last month! " (At which point, you give him 
the withering glare you usually reserve for people who 
tell you, "But the program didn't work a minute ago! ") 

This is why you need the record lock. READ with 
lock, make any changes, REWRITE, then unlock, and you 
know that you're the only person with the record. 

But be sure you 're consistent. Let's go to the third 
scenario, the disaster. My disaster. 

I had changed my programs to include record lock
ing, but wasn't in much of a hurry-they were working 
fine so far. I would change them as I modified them for 
other reasons. At least, that's what I was doing until the 
disaster. 

Program A is updating the item file the correct way. 
Read a record with lock, modify the record, rewrite the 
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record, unlock the record. Program B, I haven ' t gotten 
around to rewriting yet. It's reading the record and rewrit
ing it. 

So Program A gets ahold of item MUD-47, and locks 
it. At the same time, program B has just finished reading 
MUD-46 and updating it. It then tries to read MUD-47 , 
and sees that it's locked. 

Except I'm not checking for a locked record. 
Yeah, I know it's stupid. I was checking for a record 

not found-file error 23 . The program ran right past the 
error check. By that time, I was out of the record in Pro
gram A. Program B then does a REWRITE of the record. 

Now, consider what's just happened. I've read MUD-
46 , and the data from that record is still in memory. I 
move MUD-47 to the key, do a read , and it's unsuccess
ful-but I don't know it. I now have the entire MUD-46 
record still in memory, but the key is MUD-47. Now, I do 
a REWRITE. 

The net result is that I've just replaced the entire 
MUD-47 record with the MUD-46 data-sales , cost, bill of 
materials , the whole works. 

Luckily, an alert entry person noticed that the MUD-
47 description wasn't correct. I then made sure that all of 
my programs were doing this correctly. Meaning I spent 
an entire weekend making sure that all my programs were 
doing this correctly. Another lesson learned the hard 
way. 

There is a way around all three problems, and around 
the problem of someone staying on the screen and hold
ing it open forever-but it requires some work on your 
part. Here's how: Do your first read without bothering to 
lock. Most of the time, your users don't want to change 
anything-they're just doing an inquire. As soon as you 
read, move the record to working storage. You'll have an 
area in working storage identical in structure to the 
record you're reading. 

Then, let your user take his time in the record. When 
he's ready to get out of it, do a READ LOCK, and compare 
this new read to what you 've got in storage. If they're the 
same, UNLOCK; if different, REWRITE and then UN
LOCK. 

It's the right way to do it. One of these days , I'll get 
around to changing my code. 

Finally, we come to the IGNORE LOCK. This is fairly 
new-it showed up in 2.10 or so. If you're going to go to 
the trouble of locking records , why on earth would you 
want to bypass that process? Seems to be a bit of a contra
diction, doesn't it? 

No, not really. Let's look at when you would use it. 
Obviously, not when you 've got a file open INPUT. If you 
want to ignore the lock there, you 'd just use a normal 
READ. So it would be one of those situations where 
you've got the file open 1-0, but for now you just want to 
take a peek at the record-without changing anything. 
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I use it when I'm not sure I 
want to update a record or not-my 
invoice update program, for in
stance. The only time I want to pay 
any attention to a record is if it's 
been selected. But only about one 
percent of the records have been se
lected. I don't really want to have 
to wait for each record to unlock, 
just to find out that I don't want it 
anyway. So I do a READ ... IG
NORE LOCK first. If it is a record I 
want, I can do a READ ... LOCK on 
the same record. 

Locking records isn't the best 
solution. The best way is to lock 
the entire file-OPEN EXCLUSIVE 
1-0. It gives you faster 1-0, and you 
never have to worry about anyone 
messing with your record, or for 
that matter, any other record in the 
file. They can't. That is, of course, 
also the drawback. 

I use the OPEN EXCLUSIVE 
often. I still use sort files in many 
programs (yeah, I know, I should be 
using the SORT verb. One of these 
days, I'll switch over). All of my 
sort files use the same copy files . I 
just change the FD, and make sure 
the file name is unique by append
ing the line number to it, and open 
it exclusive. 

The reason I OPEN EXCLU
SIVE, even though I know there 
will never be a name conflict, is 
speed. Lots of speed. I don't just 
mean a piddling five percent im
provement. I tested a million
record file, and here are the results, 
with the time in seconds: 

Write Random 
Read 
Read/ Rewrite 

OPEN 1-0 

467 
307 
656 

OPEN EXCLUSIVE 1-0 

228 
150 
346 

You can get better than 50 percent 
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speed improvement just by doing an 
OPEN EXCLUSIVE! So switch your 
sort files to EXCLUSIVE, and do the 
same with any programs that can 
grab sole hold of a file-an invoice 
posting program, for example. 

Trials & Tribulations 

Record and file locking is a bit frus
trating. You occasionally have to 
wander around asking folks if 
they're in a certain record in a cer
tain file. IC_TERM_CTRL can help, 
in that you can see the programs 
everyone is running and try to deter
mine if a particular file is used in 
that program. But it's not foolproof. 

A few weeks ago, we were get
ting record lock errors while run
ning a certain program. So, one by 
one, I had everyone else log off the 
system. Sooner or later, the offend
ing user would go away, the record 
would be released, and the program 
would continue on its merry way, 
right? 

Never happened. Eventually, I 
was left with only one user on the 
system with the program she was 
running trapped in a lock. This par
ticular program had been giving me 
problems, so I had tossed in a little 
routine like this: 

read -item -record. 
unlock inventory-item-file. 
READ INVENTORY -ITEM -FILE 

NEXT RECORD lock. 
if inventory-item-file-status = 

record-locked 
accept exception-status from ex

ception status, 
move "Item File " to record

locked-file, 
move item-number to record-

locked-record, 
display record-locked-screen, 
call program "#W10", 
go to read-item-record. 

The program kept looping, even with
out anyone on the system. Which is 
impossible-you can't lock your own 
files! 

Well, as it turns out, you can. You 
can even OPEN EXCLUSIVE your 
own files . 

In Program A, open a file exclu
sive, or read it with lock. Then, CALL 
B. Or use a hot key to get to B. 
IC_TERM_CTRL shows you in Pro
gram B, but unless you've closed your 
files before the CALL, you've still got 
files open or records locked from Pro
gram A-and you won't be able to ac
cess them from your new program. 

It would be useful to have a utility 
to tell you who had which files open. 
Up until Icobol 2.0, Threshold sold a 
program called Who Locked It? which 
would show who had hold of a partic
ular file . Alas, there's no such utility 
for Icobol now. Sure would be nice if 
someone wrote one. (Hint, hint.) 
So lock your records, to ensure consis

tency. Open your files exclusive, to en
hance speed. And do it consistently, to 
keep your weekends free. 6. 

Tim Boyer is IS Manager at Denman 
Tire Corporation . He may be reached 
at 400 Diehl South Rd., Leavittsburg, 
OH 44430, (330) 675-4249, Fax: (330) 
675-4232. 
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sures the integrity of payment in
structions, but does not define 
shopping/ordering processes. It au
thenticates a bank, a cardholder, 
and a merchant to each other, in 
such a way that the merchant is as
sured of receiving payment (with
out needing to see the customer's 
credit card number) and the bank 
is satisfied that it's dealing with a 
proper credit card transaction 
(without needing to see the details 
of the customer's purchase). The 
consumer actually enjoys more pri
vacy than in a traditional transac
tion. And in case you didn't guess, 
SET relies on digital signatures. 

Solutions 
for Concerns 
Above, I pointed out a number of 
basic security concerns for doing 
E-commerce. Let's look at the list 
again, along with our solutions: 

• Availability: General system 
and network security provisions 
• Confidentiality: Data encryp
tion 
• Data integrity: Cryptographic 
message digests 
• Authentication: Public-key 
certificates 
• Non-repudiation: Digitally
signed messages 

Summary 
The global village is ready for 
E-commerce, whether you're ready 
or not. The risks are real, but man
ageable, and the rewards are worth 
it. Fortunately, the standards and 
tools are evolving rapidly-but 
E-commerce will certainly require 
new skills from an MIS depart
ment, both for development and 
operations. You probably shouldn't 
attempt it without help from 
experts (such as Data General). In 
the meantime, remember: "Busi
ness is like riding a bicycle-either 
keep moving or fall down." 6 
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Tom Gutnick is a security consultant 
in Data General's Enterprise NT Solu
tions Practice, with over two decades 
of industry experience. He can be 

reached clo Data General Corporation, 
1420 Spring Hill Road, Suite 400, 
McLean, Virginia 22102, 703.827.9669, 
tom...,gu tnick©dg. com. 
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